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EIZAIQrH

H npoondbeia avantuoéEng neddoov daote va eyyvdton TNy un soppon
unvopdtev oev etvar katt ved. Ot apyaiot EAANveC ypnoyonoincay
KPLTTOYPAPTLEVOL UNVOLLATO Y10 VOL GTEIAOLV 00N YiEC GTOVG GTPATOVS TOVG
010 Tedio ™S nayns. Ot adlyopvbpot Opms, T€ONKOV GE TPOYUOTIKN
Aertovpyio Ko ot SuvatdTTEC TOL PEAETONKAY S1EE0JTKE KOTd TN dLapKELQ
TV 000 ToyKOS UiV TOAEL®Y KOODG EKTOG Ad TNV ATOCGTOAN TOV
KPLTTOYPAPTLEVOV UNVOUAT®V, EXPETE EMIONG VA EMOKPLTTOYPAPNOOVV T
unvopato Tov gx0pov. H e£animon TV VITOAOYIGTOV KOl TOV GCLCTNULATOV
emkovoviag T dekaetia Tov '60 £pepe pali tng Vv amaitnon amd Tov
O1OTIKO TOUE V1oL TNV VTTOPEN HECOV TPOGTOGING TV TANPOPOPLDY GE
YNOLKT LOPON KOL Y10 TNV TTOPOYT] DINPECIOV AGPUAELNS.

H AéEn kpoumpoypapio mpoépyetar omd to. cuvheTIKA “KpOTTOC” +
“ypaom” Kot eivol 0 ETGTUOVIKOS KAAO0G, O 0TO10C Ol OAEITOL LE TNV
UEAETN, TN VOVATTLEN KOl TNV YPNOT TEYVIK®V TPOKEYEVOV VO ETLTEVYOEL M)
K®OOIKOTOINO™ KOl OMOKMOIKOTOINGoT VOGS UVOLOTOS TANPOPOPING, OVTMC
®ote vo, vTdpEel asaAn O1oKivn o Tovg LETAED E0VGLO00TNUEVDV
TPOCHOT®V Kol LOVO.

Kpuntoypdoenon ovoudletor n dtodikoscio Le TNV 0moia EXLTVYYAVETOL
1N TOPOTAVE® LETOTPOTMT] TOL UNVOUATOS LE TETOLO TPOTO WOTE TO
TEPLEYOUEVO TOV VO Tapapeivel pootiko. H aviiotpoen dtadikacio 6mov and
TO UETOCYNUATIGUEVO UVOLO TTPAYETOL TTAAL TO apyIkO ovoudletal
amoxpurtoypdenomn. H apyikn tAnpopopio amotedel 1o apyikd Keipevo 1
OKPLTTTOYPAPNTO KEILEVO, EVD TO AMOTEAEGLLO TNG KPLTTOYPAPNONG
OVOULALETO KPLTTOYPAPNLLEVO 1) KpLTTTOKEIHEVO. Mia TEYVIKN 1| £vog
aAyOp1OLOC KPLTTTOYPAPNONG EVOG UNVOLATOC, AEYETAL KPUITTOGVGTI O 1)
KPLITOYPaPIKO cvotnua. Kpurtoypagikodg alydpOuoc sivar n uébodog mov
YPNOUOTOLEITOL Y10l TOV LETACYNUATIOUO TV OEOOUEVOV GE TETOLN LLOPPT
OV VO NV EMTPEMEL TNV OTOKAAVYT) TEPLEXOUEVMOV TOVG GE UM
eEovorodotnuéva pépn. Katd kavéva o kpumtoypapkdg alyopifuog eivat
pio, ToAOTAOKT pofnutikny | Aoyikn cvvaptnon. Kiedi eivor po oepd
YNEiwv oL YPNCIUOTOLELTOL OC IGO0 GTNV GLVAPTNOT KPUTTOYPAPNONG
Kol dtadpapatilel kaboplotikd poro oty OAN dadikacio. Kabopilet tig
aKPPBEIC AVTIKATOOTACELS KOl TOL OMOTELEGLOTO TOV LETUCYT LOTIO UMV TOL



EKTELOVVTOL OTO TOV OAAYOPLOLO KPLTLTOYPAPNONG, GPal OLOPOPETIKA KAELOLH
TAPAYOVV SOPOPETIKG Kputtokeipeva. H kpumtoypdonon kot
OTOKPLTTOYPAENON EVOC UNVOLOITOG YiveTat pe TV fondeta Tov aiyopibuov
KPLITOYPAPNONG KO TOV KAEGLOV KPLATOYPAPNOTNG. ZVVROMC 0 alyop1Opog
KPLTLTOYPAPNONG Elval YVOGTOS, Gpa 1 ACPAAELD TOV TEPLEYOUEVOD TOV
KPLITOYPAPNUEVOL UNVOLOTOG Tov petadideton Paciletal wg emi 1o
TAEIGTOV GTNV HVGTIKATNTO TOV KAEWDOV Kpumtoypdenons. To khedi £xet
CLYKEKPLIUEVO UNKog Kot To péyeddg tov kabopiletal and tov apBud tov
ymoiov and to onoia amoteleital. 'evikd woydetl 0Tt 660 peyaAvTepo lvar
TO KAEWO1 KPLATOYPAPN OGS, TOGO SVOKOAOTEPQ UTOPEL VoL
amokpuntoypaenOel To KpuToypOaENEVO pvope ard pn E0VGLodoTNHEVA
dropo.

AtopopeTicol alyopifol KpumToypaenong omattovy SLOPOPETIKA
UMK KAEWO1DV Y10 VO TETVYOVV TOI010 EMIMESO OVOEKTIKOTNTOGC
Kpvrtoypdonons. O adydpBuog eival cuviBmg dNUOGIOTOMUEVOS, EVAM TO
KAedl mopapével pootikd. Etval yvwoto névo 6tov amocstoAéa Kot 6TOVE
OTOOEKTEG TOV TO KPUITOKEEVO, OOTE Vo ivol 6€ BEoT vaL T0 peTaTpEYOLV
G€ U1 KPLATOYPOUPNUEVO KEIUEVO.

Kpuntavédivon givor o kKAEO0G TG EMGTIUNG TOL OGYOAELITAL LE TNV
UEAETN KoL TNV eMvON o HeBddwv mov eEac@AAilovv TV KOTAVON oY TOL
VONLOLTOG TNG KPLTTOYPUPNUEVNG TANPOPOPIaG, EXOVTAC MG AYVOGTES
TOGOTNTEG TOV KPLPO LETAGYNUOATIGHO, TO KAEWL e faomn To omoio avTog
TpaypaTonomonke katl 1o Kpurroypaenuévo pvopa. H kpurtavaivon kot
1N KPLTTOYPAPiot amapTiLOVV TNV EMGTHUN TNG KPLTTOAOYIOG.

H acpdielo TV YTOAOYIGTIKOV CLOCTNUATOV KOl YEVIKOTEPO TNG
TANPOPOPIOG YPNOCLUOTOLEL TO S1APOPO KPVTLTOYPAPIKG CLGTHLOTA (DOTE VL
eCacparioel Toug e€ng otdyove: Eumotevtikotra, Akepatotnro,
[Tietomoinon awbeviikdoTrag kot Mn aromoinon.

H avOektikdtnto VoG KPUTTOYPAPIKOD GUGTILOTOC, ATOTEAEL Eva,
and ta facucd {nTNUoTo ToL TPEMEL Vo, TIGTOTOm el TPy TN ¥ PN OLUOTOINGY
TOV GE€ TPAKTIKES EQAPUOYES. Ta KpLTTOYPAPIKA GLGTHUATA EULPaVIiovY
duapopa emimeda acPareiog, ovaioya e 10 TOG0 dvoKoAn TapaPralovral.
I'a va BewpnBel acpainc Evac adyoplOuog Tpémel va unv Humopet vo
mopoProctel, SNANOT KATO10G OV OV EYEL EE0VGLOOATNOT VAL UTOPEL Vo
amokaAvyel To KAEWL. 'Evac adyopiBuog etval amdlvta ac@oing av dgv



vdpyet dSvvotdmTa va tapafroctel aveSaptitmg Tov peyédouvg Tov
KPLITOYPOAPNLLEVOL UNVOLOTOC, TV DITOAOYIGTIKAOV TOPMV Kol TOV YPOVOL
7oL umopel va dtabéterl o kpurtavaAivtic. ‘Evog adyopiOuog ovopaletot
VIOAOYIOTIKA ACQOAANG OV ivot advvatn 1 Tapafloct) TOV HE TOVG
dabéatpovg mopovE.

Emnpocbétag, 0nwg Oa deite 6TIc mapakdtw ceEMOES vITApoLY OO
KePAAaLo, OOV oTOV £va, B0l LEAETICOVLE TIG EKPWVIGELS TMOV AOKNGEMV
KOl LETEMELTO, GTO AAAO KEPAAL0 Oa. dovEe TV LAOTOINo™ avtdv. OAeg o1
00KNOELS ONovpynonkay pe yvopova tv Bondeia otnv ekpdadnon tov
QOLTNTAOV VA SIELPVVOLV TNV YVAOGT TAVE® GTI KPLTTOYPOPio Kol 6TV
ACQAAELD, T®V VTOAOYIOTAOV. TEAOC, TO TPOYPAUUOTA TTOV YPT|CULOTOMGOLLE
yio. TNV vAomoinon avtav ivar ta €ng: CrypTool, Matlab, CrackStation ko
n TAateopuo OPENSSL.



MEPOZ MPQTO : EKOQONHZEIX AZKHZEQN

2.1 AXKHXH 1

Epompa 1

X710, mA0iolo. TOL EPYUSTIPIOVL TPOKETAL VO KPLATOYPOPN0el Kot
amoKpLTTTOYPO.PN 0l £va keipevo pe Tov aryoprOpo tov Kaicapao.
England is a country that is part of the United Kingdom. It shares land
borders with Scotland to the north and Wales to the west. The Irish Sea
lies northwest of England and the Celtic Sea lies to the southwest.
England is separated from continental Europe by the North Sea to the
east and the English Channel to the south. The country covers five-
eighths of the island of Great Britain (which lies in the North Atlantic)

in its centre and south, and includes over 100 smaller named islands
such as the Isles of Scilly and the Isle of Wight.

A. TMopatypiote ™v avtictoiynon (Mapping) mov 7apovoldlel TO

gpyareio. Ilowa givon avti;

B. Ilotovrog To kKovpnmi encrypt, TopaTNPOTE TO KPVTTOYPOPNUEVO

KELPEVO TTOV TPOKVTTEL.

I'. ATOKPUTTTOYPOPNOTE TO KPVTTOYPOPNUEVO KEIPUEVO YPCLUOTOLOVTOS

TO 1010 KAEOL.

[Tapampnon: Mropeite va amofdrete Ta Kevd aAld Kot Ta TECA YpaupoTO
amd 10 apyIKd KePEVO MOTE VoL YIVEL TO OUOAD TTPOS KPLTTTOYPAPTON OO TO
menuoptions/TextOptions Kot AmTeEVEPYOTOIOVTOG TO
Keepcharactersnotpresentinthealphabetunchangedxon
Distinguishbetweenuppercaseandlowercase.

2.2 AXKHXH 2

Avaivon ovvoTNTOS EPNPAVIGTS TOV YPUUNATOV



INo 10 7OPOKAT® KOTOYPAWYTE TIS OLVYVOTNTES EUPAviong TV 26
YOPOUKTI POV TOV dYYAKOV aA@afiTtov mov gn@avilovrtal o€ avTo (UE TO
gpyareio CrypTool - emioyn «Analysis —>ToolsforAnalysis -
>Histogram» 1 «Analysis —>ToolsforAnalysis ->N- gram»). Xvykpivere
TO OTOTELECUO. NE TIS TUMIKES GUYVOTNTES EUPAVIONS TOV YPOUURATOV
TOV AYYMKOU 0AQaf1]ToV KOl KATAYPAYTE TO COUTEPAGNATE GOG.

Keipevo
1 Introduction

The “Internet of things” is a revolution for the ICT world. Devices, system
components and networks are becoming autonomous, ubiquitous and
interconnected. When this technological advancement applies to the
healthcare sectors, one of the most traditional critical sectorsl , the results
are remarkable. Connected medical devices transform the way the healthcare
industry works, both within hospitals and between different actors of the
healthcare industry. Could you imagine an electronic device collecting
information on patients’ vital signs becoming “smart”? Or one that monitors
life supporting machines to be able to react on any change of status?
Connected medical devices can bring increased patient safety and efficiency,
particularly if connected to Clinical information systems. When this applies
to the whole healthcare organisation ecosystem, it becomes a “Smart
Hospital™.

However, the increased flow of information within and between hospitals
brings risks that C-level professionals in the hospital (CIO, CISO etc.) need
to address. The risks include possible harm to patient safety or loss of
personal health information and may not only be caused by malicious
actions but also by human errors, system or third-party failures and natural
phenomena. As the attack surface increases with the introduction of
connected devices, the attack potential grows exponentially.

1.1 Objective and scope

The objective of this study is to improve information security and resilience
of hospitals to prevent disruptions to smart components that can cause



greater impact to patients’ safety. The ultimate goal is to offer enhanced
patient safety.

This study investigates the current status of Smart Hospitals and related
information security issues, focusing on deployments in the EU. This
involves determining the objectives achieved through “smart” devices and
systems, the assets that make up a Smart Hospital, the information security
threats as well as the security measures available to address them. Through
gap identification between current threats and existing measures, this study
makes concrete recommendations to improve information security in smart
hospitals.

The focus of the study is the hospital itself and specifically on all the smart
components that are offering value when built on top of already existing
traditional systems

1.2 Methodology

This report was developed using a combination of desktop research as well
as information from interviews with key stakeholders. The document
analysis focuses on scientific, as well as industry and policy material, related
to information security in smart hospitals. The interviews and the survey
were conducted to validate and extend the findings of the document analysis.

The approach taken follows the ENISA methodology2 developed over the
last three years based on the ENISA threat landscape approach, and
involved:

e Mapping assets and developing a threat taxonomy that covers
possible attacks via desktop research, and validating or identifying
further gaps through interviews with security experts working in the
field of healthcare information security, focusing on Hospitals.

e The assets are categorised based on their criticality, meaning the
impact an incident in one of these could cause.

e Enumerating possible attacks that target or affect smart components
in hospitals.

e Developing three attack scenarios with mitigation actions to provide
information on practical examples of implementation, and validating
these with security experts working in Hospitals.



e Developing good practices and performing a gap analysis based on
desktop research and interviews.

e Proposing recommendations for future steps in information security
for Smart Hospitals in Europe.

The term “asset” has two slightly different meanings in the information
security context. In some cases the term is used to refer to the mostly
technical components of an organisational information system. Such
components allow organisations to meet their objectives but differ from each
other with regard to their criticality. In other cases, the term is used more
broadly to refer to organisational values that need to be protected. The
protection of such values is sometimes an objective in itself.

Thirty experts participated in the interviews and the survey. Participants
were hospital representatives, industry representatives and policy makers.
Figure 2 depicts the distribution of participants across the three groups. All
were able to draw on several years of experience with Information and
Communication Technology (ICT) in healthcare and held senior positions.

1.3 Target Audience

The target audience of this study is executives and C-level professionals
from hospitals. The aim is to help them to understand which are the steps
they need to take to ensure information security when choosing “smart”
solutions. IT and security professionals are of particular relevance (e.g.
Chief Medical Information Officers, Chief Information Security Officers
(CISOs)).

As a secure “Smart hospital” design has extensions to devices and systems
security, this document could be useful also (but not only) for:

e Industry representatives: Executives and professionals of
manufacturers of connected devices for healthcare are relevant with
respect to industry representatives as well as technology and
consulting companies focused on information security.

e Policy makers: Policy makers from Member States and the European
Union (EU) are relevant if they are in charge of policies dealing with
healthcare, critical infrastructures or information security.



1.4  Structure

The study is structured as follows:

Section 2 describes the smart hospital environment, paying particular
attention to the definition of the term, the regulatory framework and
guidelines related to information security, the objectives hospitals pursue
and the effect of being “smart” on these objectives, and the key assets to be
protected.

Section 3 pursues an asset-centric approach to threat and risk analysis.
Based on the key assets and a vulnerabilities, potential attack points and
threat types are discussed.

Section 4 describes five attack scenarios ranging from social engineering
attacks on hospital staff to distributed denial-of-service attacks on hospital
SErvers.

Section 5 describes the control and recovery measures available to protect
the smart hospital from the threats faced. A differentiation is made between
measures to be implemented by hospitals and the industry, respectively.

Section 6 makes concrete and actionable recommendations aimed at hospital
executives, industry representatives and policy makers. Additionally,
examples of good practice are described.

1.5 Smart Hospitals

This section is split in two parts. The first part describes the smart hospital
environment, placing emphasis on the definition of the term “smart
hospital”’, the objectives of introducing “smartness” in a hospital
environment, the guidelines related to information security and the
respective regulatory framework. The second part focuses on the assets that
introduce “smartness” in the hospital environment and need to be protected
due to their criticality for the operation of smart hospitals.

1.6 The Smart Hospital Environment

10



The overarching goal of smart hospitals is to deliver optimal patient care by
making the most of advanced ICT. The availability of all relevant
information when required; access to internal and external expertise when
needed; and efficient and effective surgical/diagnosis processes that
facilitates achieving this goal with low error rate and cost effectively.

A definition of the term “smart hospitals” may thus be:

“A smart hospital is a hospital that relies on optimised and automated
processes built on an ICT environment of interconnected assets, particularly
based on Internet of things (IoT), to improve existing patient care procedures
and introduce new capabilities”.....»

IInyn : ENISA (European Union Agency for Network and Information
Security) ,

Smart Hospitals Security and Resilience for Smart Health Service and
Infrastructures , November 2016 , www.enisa.europa.eu

2.3 AXXHXH 3

Kpvtavaivon povoor@opntikig oviikataoToong

OcopeioTe TO KPLTTOYPOPNUEVO KEIPEVO 7OV OivETOL TOPOKATO, TO
omoio &xer  kpuvmtoypaenOei pe  aiyopiOpo  povoor@afnTucic

OVTIKATAGTOOG.

A) lpoonadiote, péow tov CrypTool, va emyeipfcete KponTtavaivon
facer TG oUVYVOTNTOS EUPAVIONS TOV  YPOURATOV, HE TOVG
avtopatomoupuévovg Tpomovg mov Swbéter 1o Cryptool (amé v
emioyn ‘““‘Analysis ->SymmetricEncryption (classic) ->Ciphertextonly -
>Substitution”). Mnaopei To 7mpoypappo vo avoKOAOYEL TO OPYKO
piqvopa, pe Bacn avtd mov TEPATNPEITE; AIKALOAOYEIGTE TNV OTAVTINON

GoC.
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Kpvuvrtokeipgvo @

GrgnXyhpnefgjguhprrpgnxbgxambgxpopgn.  UchnpnRcnvenpn 1912,
amjxyvpmvgxucxaOgbuhpvemgnvShpnomxcnynpimhjpxpmj.
Amfgjgrhmgvlfchwpnesghx-
xpbmzchxamUhpxpjaEcimhnbmnx’jOcvmgnvOlsamhJoaccrumzchmxamJm
ocnvFchrvFghuhcwmceyx. Pn 1939, Xyhpnexccwysgzyrr-
xpbmhcermgxUrmxoarmlSghw -
famhmxcsjmohmxfchwfgjoghhpmvcyxxcvmopsamhxambprpxghlocvmjyjm
vulEmhbgnlgnvpxjgrrpm;.
XambgpnzcoyjczXyhpne’jfchwgxUrmxoarmlfgjpnohgowpnexamMnpebgoc
vm. Xyhpnesrglmvgwmlhcrmpnxapj, pnimnxpne — grcnefpxazmrrcfocvm-
uhmgwmhEchvenFmroabgn — gbgoapnmwncfngjxamUcbum.
Xapjvmipomamrsmvxcjpenpzpognxrlhmvyomxamfchwczxamocvm-
uhmgwmbhj. Zhcbbpv-1940,
EmhbgnGphZchomjpengrjfmhmumpnehmgvgxUrmxoarmlgnvxampnxmrrp

emnomegpnmvzhcbxambfgjamrspnexamfghmzzchx.

B) IIpoomadnote €K VEOL VO AVOKTI|GETE TO PVONO, OV EEPETE OTL Eival
éva Keipevo ota ayyMka mov a@opd tov AlanTuring, owote ko n A&En
TURING avapévetar va vrapyel EvTog Tov KEPEVOL (Kal, EVOELONEVMG,
TEPLOCOTEPES 00 pia Popéc). Duoikd, av kpivete 0T Pondaey, pmopeite
VO EQUPUOCETE KOL OAES TIC GAAES vmoBicerg (mepl TOL MO GLYVOV
ypappatog kti.) IN'oe v ppa-prpe avéivon cac, YpnoLHOTOIEIGTE TNV
emoyn “Analysis ->SymmetricEncryption (classic) ->Manualanalysis -
>Substitution”. I'ia TV gVpecn OpdO®V YPORRATOV TOV gu@avifovral
TOALES POPES OTO KEINEVO, UTOPEITE VO YPNCLUOTOU|GETE TNV ETLAOYY]

«Analysis ->ToolsforAnalysis ->N-gram) kou vo emAéfete omora Tium

12



Tov N emBopeite. No Katoypdyete 6ty amdvinot] 60¢ avaAvTIKG TN

o1d1Koclo TOV aKoAOVON GO TE.

24 AXKHXH 4

210 gpA@TNNO 0VTO B0 KaTadeiEeTe 6T KoL 6TOV 0AyOp1Opo Vigenere pio
emiBeon yvootov pnvopatog (knownplaintextattack) pmopei vo gival
OTTOTEAECHOTIKY]. XUYKEKPUEVA, Y10 TO KPUTTOYPUPNUEVO HNE  TOV
aAyopiOpo Vigenere pnvopo  «wvagfrrnfveifvailzx», yvopilete o011
apokertonr Yo pio emotol] mpog TN Mary. Xuvem®g, KAVETE TNV
vt00gon OTL TO GPYIKO Pjvopa EEKIVE ILE TOVGS YOPUKTIPES

«dearmary». MNnmg propeite, aSlomoiovrag TNV aAnopopopic avtiy, vo
OVOKOAVWETE TO PUGTIKO KAEWDI KO, 0KOAOVO®G, 0AOKANPO TO OPyLKO
pivopa;

(Ynooeln: Mmnopeite va  oalromoujoetre T0 Cryptool yw Tovg
VTOAOYIOHOVS o0S. o KPUTTOYPOPNCEL/UTOKPVTTTOYPOPNOELS [E
Vigenere, emiéyete: “Encrypt/Decrypt ->Symmetric (classic) -

>Vigenere”). Anpuiovpynote £va apyeio Pe TO KPLATOYPUPNUEVO PI)VOL

RoPOPNG .tXt Yo O1EVKOAVVOT GOC.

KEDAAAIO 30 : MONTEPNA KPYNTOIPA®DIA 2YMMETPIKOY KAEIAIOY

3.1 AXKHXH 1

Noa katadeilete To Aeyopevo «avalancheeffect» Tov DES, g €€1g: A@ov

emiéEeTe 0KO ooag pivopo peyéBouvg 8 yapoxktipov (660 kor €£va

13



blocktov DES) kot 10 kKpvToypa@ncete pe KAEOL TG ETALOYNG GAC, OTN
ovvEYELD Vo KAveTe To €ENG: i) AALAETE povo éva bit Tov KAEWL0V (67010
EMOUVUEITE) KOl KPLTTOYPUPEIGTE EK VEOV TO MVONa, ii) AAAGETE povo
éva, bit Tov unvopatog (6oro emBVNEiITE) KOL KPVATOYPAPEIGTE EK VEOD
TO TPOTMOMOUUEVO QUTO MVUpO, PNE TO OPYIKO KAEWi. Xyoldote TO
OTOTELEGPLATO.

(Ynooerén: Ia va ovykpivete 0vo Kpvmrokeiueva, oevloa mpémel va
otalcite 6TV «OTTIKI)» GUYKPIGI] TOVS, OAAD VO OEITE CUYKEKPIUEVA, G
nooechéoers bit, amo tis cvvolikd 64, otapipovy. Amo Ty emiloyn «View»
tov Cryptool 1.4.41, umopeite va emiiééete va ocite éva unvoua ASCII
XOPoKTHpWY o€ 16-01ky avamapdotacntwy bytes avtov kot avticTpopa,

O€ TEPIMTOOGN TOV TO YPELACTEITE).

3.2 AXKHXH 2

A) Kpurroypageiote To ovopaten@vopd cog pe tov aiyopi@po DES
péoo tov Cryptool 1.4.30 (“Encrypt/Decrypt ->Symmetric(modern) -
>SDES(ECB)”) pe khedi tng emhoyng c60g, 600 Owmdoyikés Qopéc -
omiodn 0o koiéoete 000 SwwdokéG @OpPES TN cvvAPTON
kpurtoypaonong tov DES, étor dote Yo pfjvopo m ko kA&l k va
vroroyicere T0 DES(DESK(m)), 6mov DES() n kpuvmtoypdonon pe
ailyoprOpo DES ko kre1di k.

B) Enavolafete to epatnua 3a, 010v 0pomc ¢ kAedl k emrécte Eva
(0TTOL0ONTTOTE) EK TMOV TEGCAPMV «HOVVAN®OV» (Weak) KAEO1DV :
0101 010101010101

FE FE FE FE FE FE FE FE

EO0 E0 E0 EO0 F1 F1 F1F1

1F 1F 1F 1F OE OE OE OE

T rapatnpeite;

14



3.3 AXXKHXH 3

Emiére kotdAinio Owkd o©0C  punvopOTo  KEWPEVOL KO,
ypnoponordvrag to Aoywopiké Cryptool 1.4.41, avadeitte ™) Paocikn
owegopa petaly tov ECB kot tov CBC tpémov Aertovpyiog otov DES
aArd kot otov 3DES, onraon va avaodeitete 0TL 6pora blocks oto apyko
pqvopo Kputoypogovvtol o€ opota blocks otny nepintowon ECB, aAld

oc ow@opeTika blocks otnv nepintwon CBC).

3.4 AXXKHXH 4

No kotoaoeilere, pe kKatdrlinio 0o cac mapdoerypo oto Cryptool, 6Tt
v

petofin0ei éotm ko £va bit o€ éva pivopa o€ omowadmote OEon Kot
ovykpivoopeg, Yo ovtd To V0 EANQPPAOS OLOPOPETIKA pNVOpATO, TO
avticTouyo

kpuntokeipeva mov wapdayovrar pe Tov DES og CBC tpiémo Aertovpyiag,
T0TE

70 TELeVTAi0 block TV 600 KPpLATOKENEVOV gival TELEIMS OLOPOPETIKO
(0NA0O1] Vo avadEIEETE TNV 1OLOTTO TOV TEPLYPAPETAL 6T dLapaveLd 24
TOV

podnportoc). No tpaete to 610, pe KOTAAAAO TOPAOELY LA, KOL Y10 TOV
3DES

aAAa ko yua tov AES.

(Kor oto 000 avoTépo EPpOTNHATE, MG KAEWDL propeite vo emhélere
omowo

0éheTe).
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KEDAAAIO 5: 2YNAPTHZEIZ KATAKEPMATIZMOY KAl HMAC.

5.1 AXKHXH 1

O ovvepyatng 60g TPOTEIVEL, S GUVAPTION KOTOKEPRATIGHOV h, pia
ouvapTNoN 1M omoio OEYETUL G €16000 £V OMOLOONTTOTE MIVOHO
M=mOmIm2.... av@aiperov peyé0ovg ko 10 amotvmeud Tov h(M)
amoteieitar a6 128 bits, vworoyilopeve og e€ng: m0, m2, m4, mé6 , .....
, m254 (og mepintwon mwov o M amotereiton amd Mydtepo amd 255
yneio, «COUTANPAOVETO» KOTAAANA0 pe pnoevikd). Ileprypayte av
givar pio koA cvvapTNON KOTUKEPLATIGROD, ONAGON OV TANPOL OLES TIS

emOuuNTES 1O10TNTES,

5.2 AXKHXH 2

INo ta 0V0 TePaKATO® PVOpOTO,

messagel.txt :

Dear Tom,

I hope this e-mail finds you well.

I would like to ask you a favor: Please give John 10000 $ from my account. I
think that he deserves this.

Kind Regards

Kot message2.txt :

Dear Tom,

I hope this e-mail finds you well.

I would like to ask you a favor: Please give Bob 100000 $ from my account.
1

thinkthathedeservesthis.

KindRegards
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Méoow Tov Cryptool 1.4.41, vo Odwmotdoere 0TI pPmOPOVY Vo
TPOmonTo0ovV

KOTaAAnAa 10 apyelo AOTE aQPEVOS Vo uv 0ALALEL TO TEPLEYONEVO TOVG
(avTo

ONNOIVEL OTL | TPOTTOTTOIN G TOV UNVOUATMOV CNUAIVEL ELCAYMY] KEVAOV
1

EKTUTAOGLUOV YOUPUKTHPOV) KOl 0PETEPOV TO. ATOTVTONATA TOVS VU,
tavtilovtanr og éva wAn0og bits mov opiler o ypotnc (8,16,32,64 bits
K.0.K.).

I'o va To dgite 010, allomomjote TNy emroyn «Analysis» -> «Hash» ->
«Attacks on the hash values of the digital signatures», 6mov otq
OLVEYELU, NE

™V emioynq «options”, pmopeite va emié€ete SHA-1 ko A 00¢ bits
TOVTIONG

oto amotvroOpote 8, 16 kol 32 bit avriotoiyo. Avopévetal va dgite 0Tl
o¢

JUKPO YPOVIKO OLACTNUHE MUTOPOVY EVKOAN VO TPOmTOToinBovv To
pvopeTo,

MDOTE TO OMOTUMTONATE TOVS Vo TOVTilovrtol 6TOV £KAGTOTE OPLONo
0éccmv mov

&xel KGOe @opa emheyel (Tov VTOLOYIGNO 00 TOV EKTELEGEL UTONATO, TO

Cryptool, emiréyovrag «start search»).

5.3 AXKHXH 3
oweg amd TIc akorov0eg TPoTAGES OEMPEITE OTL ATOTEAOVY KOAES 10£EC
Yo

v Kotaokevt] evog MAC kat moweg oy EEnyeiote Ty andvinoet] coc.
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A) Kpvrroypagnon tov pnvoparog €wédov M pe tov AES o ECB
TpOMTO

Aertovpyiog, kor 0 MAC 0a mpoxvnter Aappdavovrog to tehevtaio block
TOV

TOPOYOLEVOV KPVAATOKELREVO.

B) Kpvortoypdonon tov pnvopatog e1666ov M pe tov RC4 kar 0o MAC
0a

apokvnTel Aappfdavovrog ta tedevtaia 256 bit Tov Tapayopevov
KPUTTOKELRLEVOU.

I') Kpvntoypagnon tov pnvopatog swi60oov M pe tov AES o¢ CBC
TpOMTO

Aertovpyiog, kot 0 MAC O0a mpoxkvrtel Aappdavovroc to dgvtepo block
TOV

TOPOYOLEVOV KPVATOKELUEVO.

KEDAAAIO 6 : OEQPIA APIOMQN T1A KPYITTOTPADIA

6.1 AXKHXH 1
Na kévete Tovg akérlovBovg vroroyiopovg (Yo kd0e npdén modn, To
amotéheopa Oa tpémer va ivar évag apOpdg petaloy 0 ko n-1).
(21+ 12) mod 30,
(6-10) mod 13,
(10-2*12) mod 21

6.2 AXKHXH 2

18



To ovvoro {0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16}, cpodorwuopévo pe Tig
apaceg g mpooheons ko Tov moiramiaocioopov mod 17, amotelel
MEMEPOUGUEVO CAONO; AV vol, €MAEETE OV0 OMOWONTOTE OLUPOPETIKA
otoyeio a,b Tov copatog (peyorvtepa amd 1o 10) Kol eKTEAEGTE TIC
npaces a+b, a-b, a*b, a/b (0wov 6)ot o1 TELEoTEG €ivor mod 13).
(Ynooetn: E@dcov yperooteite kamorov modular avrictpo@o, pmopeite
va

APNOUOTOMCETE TOV OLOKTVOKO T0M0

http://www.dcode.fr/modularinverse)

KEDAAAIO 7 : KPYNTOIPA®IA AHMOZIOY KAEIAIOY

7.1 AXKHXH 1

A) H ao@drern tov Diffie-Hellman éykerrar oto mpopfinpe dwokpirov
AoyopiOpov

(DLP), T0o omoio yio. ToAd peydies TIRES TOV p Oev pmopel va emhv0el pe
OTO00TIKO aAyoplOpo: av motd60 0 p givor pikpog apdpog, tote dgv
napEyeTal kKopio ac@dielo. o vo To kKatadeiEete avTo, Osmpeiote Eva
oynpo Diffie- Hellman pe p=23, g=20, 6mov 0 A otéhvel otov B Tov
apOpo x’=10 ka1 o B otov A Tov ap1Oud y’=16. Bpeite 10 puotiké KAEO1

oV avTdrAAaEav o1 0V0 YPNOTES.
B) Empefordote 10 0vOTEPO pECO TOV KOATAAAMAOL €PYaAEiov

npocopoimog Tov Cryptool (emhoyn IndividualProcedures ->Protocols

— Diffie — Hellmandemonstration). @a wpénel, oto fripa o) avotéipm, va
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éxete PpEL Kot To. 000 10LOTIKA KAEWOWA — TOG0 TOV A 060 KoL ToV B — 1o
va t0. 0¢oeTE G £i6000, poli pe Ta g, p, 670 EPYyareio TPpocopoimoNG, Yo
vo. Kotadgitete 0TL 00 amosTaloOV mpaypatt o Tipnég x’=10 ko y’=16,
Ko0Og emiong kol va emPePfur®doeTe 0TL TO PVOTIKO KAEWDL OV TEMKA

avtiAraéayv givar 0vTé OV BPNKATE 6TO EpOTNNA A.

I') Emyepiote vo onuiovpynoete, pécm tov Cryptool, pia véa emroyn
TOPOUETPOV Y10 TNV VAOToinon Tov wPpoTokoAlov Diffie-Hellman,
oL TNPAOVTOG

70 1010 p=23 aird emAifyovrag g=8. Tv mapatnpeite; Mmopeite va To

ECNYNoETE;

7.2 AXKHXH 2

Ye éva kpuvmrocvotnuo RSA, o ypiotng A €xer onuoocwo krewdi e=7,
N=5371, evo o ypnotnc B &£yel onuiocio kherdi e=5, N=2581.

A) Agi&te 0TI PTOPEITE VO AVOKTIGETE TU LOIOTIKA KAEWOG KAl TOV 600
APNOTOV,

OKPPOS AMOY® TOV HIKPOV INUOcLOV KAEWOL®OV N ov £1ovv emAgyel.
(Yrnooerén: Ta tyv mapayovromoinen axépaiov opiBuod, umopeite va

xpyowonomoete to Cryptool 1.4.41, emiloyn «IndividualProcedures -

>RSADemonstration ->Factorizationofanumber»).

B) IlopaxkoiovBeite To kaval perddoong ko mopotnpeite 6tTL 0 B
otéhvel 6TOvV A TO Kpumtokeipevo ¢=1867. No avokTcete TO 0pyKo

pijvopoe m.
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Enueioon: I'a tyv evpeony Modular avricTpopov apiBuov, uropeite vo.
XPHOIUOTIONGETE KATOI0 ETOWO epyoseio. Xe Kdle mepimtwon, yio
emfefoimon Twv VTOLOVIGUOY GAS UTTOPEITE VO OLIOTIOINGETE TO EPYALELD
Cryptool ané tqv emiioyy Encrypt ->Asymmetric ->RSADemonstration:
Oa mpémer ouws va karadeiete TIG TPASels (0Nlady TOVS TOTOVS KOl TO
OVALOYIGUO GAG) KAl Ol va TapalOséceTe amid Ta TEAKA ATOTELEGCUATO TTOV

Oa oag oweoel To Tpoypauua,).

7.3 AXKHXH 3

AgiEte 0L av Kamowog yvopiler 10 @(N) kar to N, ToTE pmopei va
VTOAOYIGEL TNV TAPAYOVTONOiNon T0v N (0nAadn) Ta pP,q TETOW (MOTE
N=pq). Ipog semkipwon g owdwkaciog mwov 0o mepryphyere,
vmoroyiote TNV mopayovromoinon tov N=171950281, yvepilovroc o6TL
¢o(N)=171923092.

(Yrooeén: Aciéte apyika ot p+q=N-p(N)+1. Mnyv wapayovromoujcere to

N ue avtouato epyoieio Loyicuikod).

KEQDAAAIO 8 : WHOIAKEZ YMNOTPA®EZ KAl WHOIAKA MIZTONOIHTIKA

8.1 AXKHXH 1

Ag avokoAiécovpe TNV AGKNON 7 KOl GUYKEKPLUEVA TOVG YPNOTES A Kol
B tov Epotipatog B) avtic, o1 0moiol E1tkov@vovy He ToV aryopiOpo
RSA. Onog €idape oto gp@TpO 0010, 0 B £é6T81AE G6TOV A TO pPfjvopa

m=12, to omoio kpvrtoypoPOnke o€ c=1867.
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A) Av o B 110gle TavTéYpova vo vTOYPAWYEL QVTO TO PijVORO M, PE OTAN
RSA

YnNeLaKn vroypae, wowe 0o 1Tav n vroypaen tov 0a dnuiovpyovos;
(Oempeiote, 710 Aoyovg amidTnTog, 0Tt H(M)=m ).

B) Ileprypayrte Tig evépyereg mov Ba kavel 0 A mpokelpévov va eAEyEer
™m

YVNGLOTNTA TS YNOLOKNS OVTHS VTOYPUPNGS.

I') Av 0 B emOvpovoe to pijvopd tov m=12 va vroypa@ei oy ané Tov
o010

0AAG amh Tov A, gv €idel RSA «tv@ig vroypaens» (blindsignature),
TOLES

evépyeieg 0a ékave 0 B kon moieg 0 A; Kataypawyte to prjpota arlia kot
TG

OYETIKEG TPAEELS TTOV ATALTOVVTUL.

8.2 AXKHXH 2

Eykotactiote 7to mpoypoppo GPG kor onuovpyfete Cevyapr
ONpOc10V/WLOTIKOD KAELG10V. XPNGHOTOLAOVTAS TO ONNOGL0 KAEWL TOV
owdokovro (apyeio .asc) KpPuwTOYpPOPNoTE £vo apyeio pe 0,11
nepleyopevo emOBopeite, £Tor O6TE Vo pmwopel vo To owPacer povo o
01000KOVTOGS KOl KOVEIS GALOS. YTTOYPAWTE TAVTOYPOVA TO MVORA GOG,
£TOL OOTE Vo, €Eival 0 O0ASK®V o€ Bon va emaindevoer TNV vToypagr)
oog (0o mpémer va vmofdiete ko TO ONMOCO cog kAewwi). o To
apoypoppo  GPG  pmopeite va  ovotpéere ot oghida:

http://www.gpgdwin.org/about.html
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8.3 AXKHXH 3

‘Eot® o0Tv évag ypfiotng V 0éher vo egakpifpdoel Tqv T00TOTITO TOL
ypnot C oe éva ovotnuo Fiat-Shamir. To onudocwo kiewdi tov C
amotereital amd Ttovg apOpovg N=55, u=16. Ag vwoBsoovpe 611 0 C
otéhvel 6tov V 1ov apBpo x=4 (witness). Katomy o V otéhverl otov C 10
e=1 (challenge) ko1 n amdvrnon mov Aappaver o V givar o aprOpog y=5.
Oa exkinedel og éykvpn (cwoty) avty N andvinon and tov Verifier;
(v mpoomaBNoETE VO «AVOKOAVWYETE» TO WIOTIKO KA£wWi Tov C,

Oempeiote 0TI EIVOL VTOLOYIOTIKG AVEPIKTO).

KEDAAAIO 13 : AXDAAIZONTAZ TO AIAAIKTYO: TO NPQTOKOAAO AZDAAEIAZ
SSL/TLS. H NAAT®OPMA OPENSSL

AxorovBovv Zuvdvaotikéc Acknoelg yio TA0og Oepdtwy Tov apopohv ta,
avotépm Kepdiata.

Yrooei&elc:

1) X& 6Aovg TOLg GLUUETPIKOVS OAYOpiOOVE, TOGO Y10 TNV KPLITOYPAPToN
000 KOl Yl TNV OTOKPLTTOYPAENOT), VO KOAEITE KOl TIG TOPAUETPOVS —
nopad -nosalt (emewdn 10 openssl ¢ mpokabopiouévn pvbuion elcdyet
«padding” won “salting” oe kéBe kpvmtoypdonon, avefopmrwg peyédovg
MG €16000V. Me TIc ®¢ Ave Tapapétpovs, dev Ba mapatnpeite «mepiepyo»
block otV ££0060).

2) o ) omovpyia apyeiov keyévov akpimg 16 yapaktipov (T.y. yio
o6vopa ClaudeShannon), pmopeite va epyoocteite ®g €ng: echo —-n
“claudeshannoncla” >name.txt

3) ' va emeepyaoteite apyeia pe mepleyduevo oe 16d1kn Lopen, Umopeite

va ypnoonomoete Evav omotovonmote hexeditor. ‘Evag kaAdg editor mov
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umopeite va eykataoctmoete dmpedv oto Ubuntu eivar o Bless, aAAd €xete

TNV EMAOYN VO (PN CLUOTOGETE OTOLOV EMOVEITE).

13.1 AXKHXH 1 : Zvppetpkoi kot 06OPUPETPOL alyoprOpol
Kpurtoypaenons — Openssl

A. Anpovpynote Eva apyeio pe To 6vopo name.txt To omoio vo TEPLEYEL
akpipag 16 yopaxtipes, ol omoiot va gival oL TP@TOL 16 YOPOKTIPES TOV
OVOULOTETMVOIOV 60G (Vv TOYOV TO OVORATETAOVVIO 60 ToTELEITOL OO
Myotepovg amod 16 yopoxTpes, TPOGOEGTE YUPUKTNPES TS EMAOYNG
coc). To péyeBoc tov apyciov Oa mpémer va sivar axkpipog 16 byte.
Kpuontoypageiote avtd 10 apyeio pe tov aiyopiOpo AES (128 bit
peyé0ovg kAEWL00, eved T0 dravoopa IV — omov yperdleTron — va givar to
unoeviko), o Tpomovg Asttovpyiog ECB, CBC kot OFB avtiotovya, pe
KAEWOL TG emAoyNS 60C — ONUIOVPYAVTOS HE OVTOV TOV TPOTO 3
KPUTTOKELPEVO encrypted_ecb.bin, encrypted_cbc.bin Kol
encrypted_ofb.bin. Qo 7wpémer vo meprypdyete TIC €vTOAES mov Oa
APNOCLUOTOMOETE, KUOOS €miong Kol vo VTOBGAETE KOl TO OF (VO
KPUTTOKEipEV TOV B0 £YeTE ONUIOVPYNOEL

B. Anpovpynorte éva apyeio pe to 6vopa repeated_name.txt, To omoio va
TEPLEYEL TO TTEPLEYONEVO TOV name.txt aArd emovarlaopfavopevo S @opéc,
étol mote va £yl péyedog 80 byte. Na emravarapete 1o epoTyna i yro 10
010 KAewi kpvatoypdenong kor IV mov ypnowpomoujcate avotépo,
onuovpyovrag 3 véo  kpormtokeipeve  new_encrypted_ecb.bin,
new_encrypted_cbc.bin kor new_encrypted_ofb.bin. @a mpémer va
TEPLYPAYETE TIS EVTOAEG mov Oa ypnowpomomoete. Ilopatnpeiote To

KPUTTOKEIPEVE TOGO TOV EPOTNUATOS i 060 KOl TOV EPMOTNUOTOS I Ko
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oyomacte 10, Pacer TV 606wV givor yvootd amd T Ogwpio TOL
podnpaTos Yoo TOUVG TPOTOVS AElTOLPYIOS TOV KPLATUAYOPiOp®V
TUNNOTOG,

I'. Xto tpio kpvrokeipeva Tov Epotipatog 2, TPOTOTOMGTE TO TPAOTO
bit aVTAOV Kol aTOKPLVTITOYPOAPNGTE TA, NE TO 1010 KAEWL Kan TO 1010 IV,
ONUIOVPYAOVTOG TO, apyeia new_decrypted_ecb.bin,
new_decrypted_cbc.bin kov new_decrypted_ofb.bin. Xyohmdote TO

0moTEAEGRATO.

13.2 AXKHXH 2

To apyeio ciphertextl.bin &yer dnuovpynOei pe kpvwroypaenon pe AES
og 1pomo rertovpyiag CTR, pe dyvoorto Yo g6dc khedi (dev yvopilete
00TE £0T® TO NEYEB0g TOov KAEWO0D). I'vopilete Opmg 0T TPOKELTON Y10
KPUTTTOYPAPNGY] TOL  MNVONOTOS  «message.txt»  (peyéBovg 32
XOPOUKTNPOV) TO 0moio otélvel 1 Alice otov Bob pe otoyyeio Tpamelikov
Aoyapraopov g Alice, Yo va ¢ petagéper o Bob yprpata — oniaon,
0 Loyoapraopog tng Alice givar 1586120871445081. Mg drho Aoy, TO
apyeio ciphertextl.bin omotehei KkpumTOoyphdONG TOL  OGPYEiOV
message.txt.

A)HEve 0¢éler vo mopofudoer TNV 00QAAEWD TNG EMIKOLVOVIOG,
TPOTOTOLDOVTUS TO

KPUTTTOKEIpNEVO Kotd TéTOW TPOmMO ote o Bob, o6tav 7O
OTTOKPLATOYPOUPTGEL UE TO HVGTIKO KAEWOi, va owfacer, avti Yo To
hoyaproopd 1586120871445081, tov Loyoapracpo 1586120871445198 (o

omtoiog €ivar o royapraopog g Eve). Mmopei 1 Eve vo tpomomomosl
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KOTOAMAQ TO KPVTTTOYPAPNUEVO OUTO VOO £TGL DOTE VO, ETLTVYEL TO
okomo T\¢; Na e€nynoete avaAvTIKG TO GVALOYIGNO GOC.

B) T npéner vo. kaver n Alice mpokenévou va givan e 0éon o Bob va
«kotorafoiver» av To pvopa wov AopuPdaver €ivor Yviolo Kot Ogv
OALOLOONKE KOTA TN pETAd00N - £TOL MOOTE Vo KoOioTaTol TEMKA pn
amoterespaTikn 1 teXViKi TS Eve mov Qo (mpémer va) meprypayete oto

gpaTNHO A).

13.3 AXKHXH 3

Na onpovpynoete éva (eOyog ONUOGLOV-I0IMTIKOD KAEB0D Y10, TOV
RSA, pe péyedog 3072 bits yia 1o N. No vrofaiete To onuocio kAeLo1
60g (01 TO 1OLOTIKO), TEPLYPAPOVTUS KOL TIS EVIOAEG NE TIS OTOLES TO

onuovpynoaTe.

13.4 AXKHXH 4

A) Na onpiovpynoete £vo Tuyaio KAEWOL GCOPUUETPIKNG KPVTTOYPAPNONG
peyé0ovg 128 bit ko va to amodnkevoete o¢ éva apyeio key.bin. Mg to
KAl av1é va kpuvtoypoagiocete pe AES, o¢ tpomo rertovpyiog CTR,
pe unoeviko IV, 1o apyeio

«name.txt» Tng Aoknong 13.1 A). Na vroroyiceTe £TioNg TO GMTOTVTONA

TOV 0PYELOV KPVAATOYpaPN UiV apyeia — yopis To apyeio key.bin.

avtov pe T ovvaptnon SHA-256, 10 omoio emiong axkorovOms vo
KPUTTOYPOPNOETE UE
TOV 1010 aAyop1Opo Kol To 1010 KAEWi. Na TeEPLYpaWYETE TIS EVTOAES TOV

Oa
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YPNOCLUOTOMGETE (<UTOKPOTTOVTUS» TO KAELDT) Kot vo vrofaiete Ta 600
ovTd

B) T vo amokpuaToypa@i)cel 0 O10A6K®OV KOl HOvo 0vToS T apysia
TOV EPOTNNOTOGH (0NA0O] TO MIVUHO KOl TO OOTOTONE OVTOV),
YPEVALETOL VO £YEL TO CUUNETPIKO KAEWDL TOV dNuovpyncate (To apyeio
key.bin). Ilog 0o 10 otTeilete T0 KAEWOL OVTO GTOV OLOAGKOVTO TOL
Tuqpatog cog pe aoc@earn tpomo; Ileprypayte TN OwWOKOGIO KOl
voPaiete 10 oyeTikd apyeio (éva 1 mEPLoOoOTEPO, O0,TL KPiveTe OTL
apénel) mwov 0o onuovpynoete. lpocoyn: 0a npémer vo vrofarate povo
TO, OTTOAVTOS ATAPAITITO aPYEID £TOL OGTE PHOVO 0 OLOGCKMV VO PTOPEL
VO OTOKPUTTOYPUPTGEL TO GUUUETPIKO KAEWDi. Xag diveTonr 10 dnpécLo

KA €101 publickey-tutor.pem tov d19doKovVTO

13.5 AXKHXH 5

Meletiote T ocvvaptnon crypt tov Ubuntu (pe v €vroir] mancrypt)
KOl TTEPLYPOWYTE TAS YPNOLUOTOLEITOL YO, TN ONUIOVPYIC YNOLOKOV
amotvrOpnaTv. Einyeiote €owkdtepo 10 poAo Tov salt, mag avto
APNOCLUOTOLEITOL GTNV Crypt Kol TL VTOONAOVOVY oL TPAOTOL 3 (TO TOVG

ovvoAka 12) yopaxtipeg Tov medio Tov salt.

13.6 AXKHXH 6

(Yrooeiln: H ovvdptnon crypt Qo mpérel va kAnbei uéoo amo évo. mpoypoyo.
C (n C++). Zrov mnyoio kKmOlKo To0 TPOYPOUUATOS Ba TPETEL V. OVoypayETE
OTHY OPYN TV EVIOAN

#include<crypt.h>
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Evo yia wm uetaylottion tov Oa mpémer va ypnoiuomoinoete koi Tty
wopaueTpo —lerypt:

gcccrack_passwd.c —lcrypt —ocrack_passwd omov crack_passwd.c (wg¢
TOPCOEIYUO,) TO OVOUA TOV OPYELOD UE TOV TNYOLO KWolka. kol crack_passwd
0 ovouo Tov ekteEAéaiuov  opyeiov mwov Ba  onuovpynoets. Epocov
onuovpynBei owoto, 10 exteréoiuo apyeio, Bo t0 KOAéoete ¢ €ENG:
Jerack_passwd. IhiBavag va oog (ntnbel, v mpaty popa, vo. yKatocTosTe
TO UETOYAMTTIOTH gcCc.)

A) 'Eyete kato@éper vo amoktioel tpocPacn oto apyeio shadow gvog
UbuntuLinux cvetipatog (BA. apyeio shadow oto e-class). To cvotnna
ovTo £YEL 0V0 YpNoteg, pe ovopata bill ko helen. Xxondg cag sivon va
OVOKOADWETE TO ouvONpoTikd Tovs. I'o va 1o Kato@épeTe avTo, £XETE
Kamoleg mAnpo@opiss yro v tpoocomiky) {on tov bill ko helen:

I'o to ypiotn bill, £ete kKdmorEG TANPOPOPiES TEPL TNG TPOCHOTIKNG TOV
Cong, 0mtmg 0TL pével ot Agvkmoia, 11 6vlvyog Tov ovopdletor Mapia,
&xer yevvnOel otic 25/8/1977 xar tov apésovv ot PinkFloyd.

I'e ™ helen, &xer yevwnOel otig 3/8/1984, 10 ™Afépmve g sivan
6955345671 kor n Tvakioo TOv AVTOKIVIITOL TG Eival ZKAS231.

Kov ov dv0 givar véor ypnoteg TV vaoloyiot®vV kKor mibavototo
EMAEYOVY «EVKOAO» GTO VO GTOUVI|HOVELTOUV GUVONUOTIKA, 0TOTE 1)
Mota pe ta Mo ovyvd cvvOnpotika yio 10 2017 ovyKevip@OvEL KOAES
mOavoTnTES Vo TEPLEYOLY TO. cuvONnaTIKG o eméreCav. Ileprypayte
OVOAVDTIKG TIC &vépyeles mov 0o KAveETE Yo vo POVTEPETE TO
SLUVONUOTIKA TOVS, KAVOVTOS TIS 00KINES 60S TAVM 610 apyeio shadow.
IHowr 6VVEAPTNON KATOKEPRATIOUOV YPCLUOTOINONKE Y10, TNV TAPAY Y]

TOV UTOTVTONATOV TOV GOVONUATIKOV;
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B) IMow oamdé ta cvvOnupotikd mov Ppikoate oto gpotnue A) 0o
pmopovoay vo. BpeBodv kor pe emiBeon Tomov rainbowattack, pdécov
BéPora oev eiye ypnopomo0ei to salt? No koatadeilete TV amdvinom

coc pe Paon To oOwdkTvakd epyoreio https://crackstation.net/.

(Beowpeiote 0TV KO OTNV AEPITTOGN 7OV OEV YpPnoluonoovvTay salt,
ypNoHoTOLEiTOL 1) 1010 OUVAPTNON KOTUKEPUUTIGHOD WNE CGULTH 7OV

ypnopoTom0Onke amd to Aertovpyiko ocvotnpe Ubuntu).

13.7 AXKHXH 7 (ZXuvovoop0c OUHMETPIKIG KOl OGOUUETPNG
KPURTOYPAPONS)

H Alice otélvel 6¢ KaAmowov amd TOVG YPNOTES TNG AOTOS uSers ToO
Kportoypoenuévo apyeio encrypted_message.hex, To omoio £xet
kpuvntoypagn0ei pe tov AES, 6 CBC 1tpomo Aertovpyiog pe krewdi k
peyé0ovg 128 bit (16 bytes). vykekpipuévao, To 6TEAVEL GTO YP1|OTI UE
yevo®mvopo «B7 70 0B 37»: Ta Wevd@vVORO TOV (PNOTOV TPOKVATOUVV UE
gpappoyn tov SHA-512 otmnv niektpoviky doievBuvvoen (email) Tov
xpnotn, AopPavovrag TOovg TEAELTAIOLG 4 YOPOUKTNPES  TOV
amotutOpatos. e ™V aoc@aA avrtairloyn TOL HVOTIKOV QVTOV
KAewwv k, n Alice to kpuvmroypagnoee pe tov aAyopiOpo RSA,
ypNoponoldvtag 10 OmMpocio RSA khewdi tov mapoinmtn, OmOg
nepLEyeTal oto apyeio users. To kportoypaenuévo avtd KAl k ivar
10 opycio encrypted_key.txt. HRSA kpuormtoypdonon yivetor pe
Kputoypaonon kabe yopoxtipa (byte) Eeymprotd, oniadn tTo kaOe
byte Tov KAEW0OV avTioTolEl o€ Evav apOpd Pacer g katd ASCII
K®OKomoinong tov (oniaon to byte 01000001 — wov ival o yopaxTpOS

‘A’ - avtioToyEl otov apOpno 65 k.o.k., fdoel g ASCII kmdwomoinong
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mov  givar  owOiowun oto  http://www.ascii-code.com/ ). H
KPUTTTOYPaQNoY £Yve pue pappoyn s oxéons c=m'modN yopoxtipo-
YopoxTipa (6rov mo ap@uds ™ Ascii kmdwkomoinong Tov kabe byte,
OTTMGg TEPLYPAPNKE OVOTEP®) — Y10 OVTO AowTOV Kou TpokVvmTovy 16

apOpoi 610 KpvTTOKEipEVO, YOpPLopivorl netald Tovg pe To cvpupfoiro #.

A) Na Ppeite og mowov yp1otn omevBovvetor To pfvopa g Alice: av
MOTEVETE OTL OV €ivor ePKTO va Bpedel o ypote, va e€nynoete v

amdvTI o] ouC.
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MEPO2 AEYTEPO : ANANTHZEIZ A2KHZEQN

2.1 AXKHXH 1:
Epompa 1
Extedéote to mpoypappa CrypTool kor avoiEre toapyeio CrypTool-en.txt

oto directoryCrypTool\examples péocm tov pevot File \ Open.

Enuéyovpe omd6 10 pevov Encrypt/Decrypt \ Symmetric (classic) \

Caesar/Rot-13.

Key Entry: Caesar / ROT-13 it

Dezcription
Here you can enter the key for the Caeszar cipher.
Caeszar iz a mono-alphabetic substitution, where the characters of the cleartest
alphabet are mapped to the ciphertest alphabet by shifting. Thiz shifting value is the key.
“'ou can enter the key az a number or az a zingle character of the alphabet.
Fot-13 iz a gpecial vanant, where the key haz the fized value of half the length
af the cleartest alphabet. This vanant iz only selectable i the length of the alphabet
is an even number,

Select vanant Options to interpret the alphabet characters
* Caesar * “Yalue of the first alphabet character = 0 [e.g. "a"'=0)
" Rot13 " “alue of the first alphabet character = 1 [e.g. "a"'=1)
K.y entiy az
{* &lphabet character IT
" Mumber value B

Properties of the chozen encryption

Shift of E

b apping of the alphabet [26 characters]

from: | ABCDEFGHI JELMNOPOQRSTUVWXYZ

ko | GHIJELMNOPQRSTUVWXYZABCDEF

E ncrwpt Decypt Text options ‘ Cancel
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Emnilééte va Eexvdetl 1o aledfnto and 1o 0 (0 TpAOTOC YopaKTHpas dNA. TO
A vo avtotoyel oto 0) ko PdAte cav KAEWL TO TPMOTO YPAUUOL TOV

ovOpaTOG GO,

A. Tlopamypiote v avtiotoiynon (Mapping) mov mapovowdlel To

gpyadeio. Iowa givan avti);

Key Entry: Caesar / ROT-13 X

~ Description
Here you can enter the key for the Caesar cipher.
Caesar is a mono-alphabetic substitution, where the characters of the cleartext
alphabet are mapped to the ciphertest alphabet by shifting. This shifting value is the key.
You can enter the key as a number or as a single character of the alphabet.
Rot-13 is a special variant, where the key has the fixed value of half the length
of the cleartext alphabet. This variant is only selectable if the length of the alphabet
is an even number.

 Select variant 1 Options to interpret the alphabet characters
¢ Caesar ¢ Value of the first alphabet character = 0 (e.g. "A"=0)

" Rot13 " Walue of the first alphabet character = 1 [e.g. "A"=1)

Key entry as

@+ Alphabet character ,T
" Number value IT

r~ Properties of the chosen enciyption

Mapping of the alphabet (26 characters)

from: I ABCDEFGHIJKLMNOPQRSTUVWXYZ

to: I GHIJKLMNOPQRSTUVWXYZABCDEF

Encrypt Decrypt Text options

Cancel I




B. Ilotovrog To kovpmi encrypt, TOPOTNPNOTE TO KPUTTOYPUPNUEVO

KEIPUEVO TTOV TPOKVTTTEL.

& Caesar encryption of <CrypTool-en.txt>, key <G, KEY OFFSET: 0> [E=REcR~"
Ktmrgtj oy g iuatzxe zngz oy vgxz ul znk Atozkj Qotmjus. Oz yngxky rgtj huxjkxy cozn Yiuzrgtj zu znk tuxzn gtj Cgrky zu znk ckyz.

Znk Oxoyn Ykg roky tuxznckyz ul Ktmrgtj gtj znk lkrzoi Ykg roky zu znk yuaznckyz.

Ktmrgtj oy ykvgxgzkj Ixus iutzotktzgr Kaxuvk he znk Tuxzn Ykg zu znk kgyz gtj znk Ktmroyn Ingttkr zu znk yuazn.

Znk iuatzxe iubkxy lobk-komnzny ul znk oyrgtj ul Mxkgz Hxozgot (cnoin roky ot znk Tuxzn Gzrgtzoi) ot ozy iktzxk gtj yuazn, gtj otirajky 3
ubkx 100 ysgrrkx

tgskj oyrgtjy yain gy znk Oyrky ul Yiorre gtj znk Oyrk ul Comnz.

I'. AmOKPUTTTOYPOPNOTE TO KPVTTOYPUPNUEVO KEIPUEVO YPTCLUOTOLOVTUS
T0 1010 KAEO1.

§4# Caesar decryption of <Caesar encryption of <CrypTool-en.txt>, key <G, KEY OFFSET: 0>>, key <G, KEY OFFSET: 0> [ o=
ngland is a country that is part of the United Kingdom. It shares land borders with Scotland to the north and Wales to the west.

The Irish Sea lies northwest of England and the Celtic Sea lies to the southwest.

England is separated from continental Europe by the North Sea to the east and the English Channel to the south.

The country covers five-eighths of the island of Great Britain (which lies in the North Atlantic) in its centre and south, and includes over 7
100 smaller

named islands such as the Isles of Scilly and the Isle of Wight.




2.2 AXKHXH 2

Xpnoiponoldviog 10 Aoyiopikd epyareio CrypTool Bpikape to 16TOYpOLpLOL

GLYVOTNTOV EUPAVIONG TOV YPOUUATOV oL gupovifoviol 610 KeEIUEVO ,TO

om0 Ko TapabETovpe

< [ASC o 53
% File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help BEa
Dlele(@E (=[] £ 20
ASCII Histogram of <cry1.0rg> [6605 characters)
Frequency [%4)

nor

0 F

]

8

7

6

5

]

3

2

1

’ ‘ ‘ | ‘ ‘ |

\ |
A c E G 1 K M 0 Q w
Value

Press FL to obtain help. [ Inum

[Tapabétovpe Kot 10 1GTOHYPAUUO TUTIKNG EUPAVIONS TOV YPOUUAT®OV TOL

ayyAuod aApapntov :

Relative Letter Frequency

14%
12% +
10%

2 2




[Topampdvtog o 300 1GTOYPAUUOTE GUYVOTHTOV ETICUAIVOVUE TNV TOAD

LLEYAAT OLO1OTNTO TTOV ERPaVIiovV

2.3 AXKHXH 3
A. Me mv emnoyn “Analysis -> Symmetric Encryption (classic) ->

Ciphertext only -> Substitution” epaviletol 1o €ENG Tapabvpo eTAOYDOV :

Method Selection for Automatic Substitution Analysis Lé]

Please chooze between the following algorithms: I?r

{* tethod 1 based on the frequency analysis of digrams in the text

Thig method analyzes the frequency of digrams in the ciphertext and guesses £
the key bazed on a standard digram distribution.

The method iz suited best for longer tests.
Automatic language recognition iz included. Processing of tests that do not
contain zpace characters iz alzo pozsible.

Source: Thomas Jakobzen "4 Fast Method for Crpptanalysis of Substitution
Ciphers", Cryptologia 19:3, 1995

" Method 2 bazed on the recagnition of the most frequent wards of a language

Thiz method iz bazed on a list of the most frequent words of a particular language.
The words of the ciphertest are compared [according to their pattern) with the waords
af the list.

Ilzing a zearch tree the substitution compatible with the moszt partial substitutions iz
determined. Thiz method can procesz German and English standard texts. Space
characters must be prezerved on carrect positions in the ciphertest.

Source: Gearge . Hart "'To Decode Short Crpptograms", Communications of the
ACM. Sept 1394, Vol 37, No 4

| |

Eniléyoviag v mpdt pébodo (Method 1) , eugavileton to moapdbvpo

EMAOYNG :
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Autormatic Substitution Analysis 1 - Options

— SPACE character
I The SPACE character was also substituted
[i.e. the encryption alphabet contains ""SPACE"'].

— G|

[T Do not show intermediate resulks [faster).

Cancel

Enuéyovpue mv mpotn option : SPACEcharacter , matédpe OK xot 1o

amotéleopa elvat

Automatic Substitution Analysis by Digram Frequency

— Current zubstitution [key) — Mumber of valid characters in text

ABCOEFGHLELMHOPARST LM LS Fav
GSOWMZEAPDWREBNCUEH A YIFDLT

— Reference file for automatic language recognition — Language recognition information
C:A\Program Files [#861%CrepT ool referencesenglish. bt E naglizh
M~ Current substitution result

Alan Turing wagz a prilliant mathematician, Porn in London in 1912, ke studied at poth Campridge and Brinceton u -
He waz already working bart-time for the Pritizh Government’s Code and Cybher School pefore the Second Worlo
Turing took ub a full-time role at Pletchley Bark 1 where tab secret wark, was carried out to decibher the military co
The main focus of Turing's work at Pletchley was in cracking the Enigma code. Turing blayed a key role in this, o
Gordon Welchman | a machine known az the Pompe. Thiz device helbed to significantly reduce the work of the
Fram mid-1340. German Air Force sighals were peing read at Pletchley and the inteligence gained from them was

Accept substitution I Copy key b arual analyziz Cancel




“Alan Turing was a prilliant mathematician. Porn in London in 1912, he
studied at poth Campridge and Brinceton universities. He was already
working bart-time for the Pritish Government’s Code and Cybher School
pefore the Second World War proke out. In 1939, Turing took ub a full-time
role at Pletchley Bark — where tob secret work was carried out to decibher
the military codes used py Germany and its allies. The main focus of
Turing’s work at Pletchley was in cracking the Enigma code. Turing blayed
a key role in this, inventing — along with fellow code-preaker Gordon
Welchman — a machine known as the Pompe. This device helbed to
significantly reduce the work of the code-preakers. From mid-1940, German
Air Force signals were peing read at Pletchley and the intelligence gained

from them was helbing the war effort.”

[Tapampodpue 6t TPHYPAUUO OATOKPVTTOYPAPNCE OO TO KEIPEVO pe POVo

COAALO TNV OVTIKATAGTOGCT) TOV Ypaupotog B pe to ypdupa P.

B)
Xpnowonowwvtag v emioyn  ‘“‘Analysis ->SymmetricEncryption

(classic) ->Manualanalysis ->Substitution” euavi(eton o Tapdadvpo :
Ho pavup
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Substitution Analysis: Manual Post-Processing L&I

In thiz dialog window ciphertext characters are shown in small letters and plaintext characters are
showh in capital letters [example: a --> C means that the letter 'a' is decrepted into 'C').

E ach change of the substitution list below will result into a change of the intermediate status of
decryption belows, zing the actual state of decryption you may by out other substitutions.

d [+ &
k: lx_ I

f:

—x‘
i EE
NN

8
2

Feset entries to the rezult of the automatic analysis

Current intermediate status of decryption:

grgn =phpne fgj g uhprrpgre bgrambg=popgn uchn phorcnven pheam jEpwpres Q= ucka -
ogbuhpvem gny shpnomscn ynpimbip=pmi am fg) arbmgyl fchwprne zghsspbm zch sam uhpspia
ecimhnbmnz] ocwm gnv olzamhb jpaccr umzchm <am jmochy fchee fgh ubcvem cps pne =phpne

#ocw ¥ g evrrspbrn herm g= urrnsoarml zgbws Farnhinn 2=cs jmohims fohes Fgj oghhprose cps s
vwmopzamh =am bprpxghl oo vimy ul embbgnl gns pej arrprn) =am bagpn zcoy) oz svhprne) foke

g= urm=oarml fg) pn ohgowpne =am mnpebg ocwm phprne =gy g veml berm pn=ap) pnimnspne
arehe fpea zmrrcf acvmuhrgwrinh echvcn frroabgn g bgoaphm wiacfn gj <am ucbun zapj

wmipom amrems =c jpenpzpognsrl bmevyom sam fohw oz kam ocvymubhmgeembg zhcb bpy embiban
gph zchom jpengr] frmbm urmnprne bgy g= urmeoarml gy <am posmrrpemnom egpnmy zheb camb

faj armrsphne xam fah mzzch:

Show current status Copy key Cancel | II

[Tapatnpovrag 6t To Kpvmtoypaenuoe : GrgnXyhpne avaeépetal 6to dvopa

tov AllanTuring eKTEAOVUE TIG AVTIKOTOGTAGELS EYOVLLE :

-

Substitution Analysis: Manual Post-Processing Ii—:h,l

I this dialog window ciphertest characters are shown in small Ietters and plainte:t characters are
shown in capital letters [example: a --> C means that the letter 'a’ is decrepted into

E ach change of the substitution list belows will result into a change of the |ntermed|ate skatus of
decryption belove. Using the actual state of decryption you may try out other substitutions.

[ = [

v F om [
S ow o ow o o

e e [ e [T [

Fieszet entries to the result of the automatic analyszis i I

BEE

il

Current intermediate status of decryplion:

AlaM TURIMG fajs uRILLIANT baTambaTloldMN ucRR I LeMyceM 1IN am jTUwImy ST ucTa -
asbuRlvGm Akwv =RIMomT M UREmB{JTIm] am (A ALRmde] FcRwlMNG =58 T Tlbm zcF Tam
uRITlia GeimRMbBmMNT| ocwm Ay olsamB joaccl umzecRm Tam jroch v FeR Ly AR uRcwemn cUT
IM TURIMG Toow Uz & zULLTIbBm Fclm AT ubmToalml =4FRw famBm Tos jmoRmT focFRw A
BRIy cJT Te wmolszamB Tam bILITAR] ooy Ujmy ul GrBRbBasM Ak 1T ALLIm] Tam bl
zocoldj cz TURIMG| fcRw AT ulmT oalml FA] 1IN oRAowlMNG Tam mMNIGES ocwmn TURIMG sLadmes
Aovamnl Fclm IN Talj INinmMNTING ALeMG fITa zmllef ocvmuRméesmB GeRwveM frloabd A,
ba&oalMHm wklcft A Tam ucbumn T alj wmilom amlsmy T j|GHIzlcsNTL BrosUom Tam (R oz
Tam ocwvmuP méwsmA] zFch blv GrRbAN AR zcFom jIGHAL] FmPim umlMNG Fmdes AT
ulmToalml &AM Tam INTmLLIGmMNom GAlMNmy zFRch Tamb B amblsING Tam AR mzzcET

Showe current status Copy key Cancel | l
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Eniong mapammpodpue o1t n AéEn : uRILLIANT mov gpeaviletal onpaivet
TpoPavag 0Tt Bo mpémel va yivel n avtikotaotacn u=B , emiong BcRN
onuawvet BORN dpo ¢=20O , LONVON onuoaivet LONDON dpa v=2D ,

omdTE TO KelUeVO yivetan :

Substitution Analysis: Manual Post-Processing M

In thiz dialog windows ciphertest characters are shown in zmall letters and plaintest characters are
zhown in capital letters [example: a --> C meansz that the letter 'a' iz decrypted into 'C'.

E ach change of the substitution lizt below will rezult into a chanage of the intermediate status of
decryption below. Using the actual state of decryption pou may tp out other zubstitutions.

a: |E|_ b: lx_ E ||:|_ d: lx_ e IG_ f lx_ q l,.-:-.,_
h: IFl_ i: l“_ i l*_ k. l*_ I: l"_ m l*_ n IN_
o: I*_ P ||_ O I*_ r ||__ = I*_ t I*_ u IB_
W ID_ [T lx_ : IT_ i3 ILI_ z l*_

Reszet entries to the result of the automatic analysiz =2 | M |

Current intermediate status of deciyption:

ALAM TURIMG fA) A BRILLIANT bATBmbaTIolAM BORM IM LOMNDOM IN B jTUDImD AT -
EOTH cabBRIDGm AMND sRIMomT OM UMImB{ITIm] Bm (&) ALRmaD] IORwIMNG 248 T Tlbm
z0R TBm BRITIE GOimAMbmMNT| o0Dm AMND olzBmB joB00L BmzOFRm TBm jmolMD FORLD
fAFR BROwm OUT 1IN TURING TOOw Us A =2ULLTIbm ROLm AT BELmToBLml saFRw fEmBm
TOs jmoRmT ORw A caRRImD OUT TO DrmolsBmE TBm bILITAR] 0D mj UjmD Bl GmF bl
ARD T aLLIm) TBm balM z0clj Oz TURING] [ORw AT BLmToBLml (&) IN oRAowlNG THmM
mMIGES o0Dm TURING sLAImD & wml ROLm IN TBI IMimMTING ALOMNG AITB zmLLOF
o0DmBRm&wmR GORDOM fmLoBbaM A bacBINm wHOM &) TBm BOBEm THIj Dmilom
BrmLzmD TO jIGMIzlaAHTLI BmDUom TBm i0FRw Oz TBm o0DmBRmdwmR] zR0b bID
GrRbaM AIR z0Rom jIGHAL] frFim BmIMG FmaD AT BLmToBLlml AMD TBm IMT mLLIGmMNam
GAlMmD zR0b TBmb fAj BmlslMG TBm AR mzz0RT

==

Show current status Copy key Cancel |

= |

H 2é&n oAbRIDGm mifavotata onuaivet CAMBRIDGE dpa 0=C ,b=>M
kot m=PE  pe ovtég T avTIKaTaoTAGES TO KEIUEVO YiveTal apKETA

EVAVAYVOOTO :
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Substitution Analysis: Manual Post-Processing &Ji

In thiz dialog window ciphertest characters are shown in zmall letters and plaintest characters are
shown in capital letters [example: a --> C means that the letter 'a' is decrwpted into 'C').

Each change of the substitution list below will rezult into a change of the intermediate status of
decmption below. Using the actual state of decrption you may try out other substitutions.

a IEI_ b: IM_ c ||:|_ d: lx_ e IG_ f: lx_ a:

=

=

Ix_
o IC_ p: ||_ q: I*_ r: ||__ 5 |==_ k: I*_ L
v (Do we 2 = [T v u = [

Reset entries to the result of the automatic analysis =2 | = |

Current intermediate status of decryption:

ALAMN TURIMG Faj A BRILLIAMT MATBEMATICIAN BORM IN LONDOMN IM BE TUDIED AT -
BOTH CAMBRIDGE AND :RIMCETOMN UMNIERITIE] BE A ALREADI IORwWIMNG =ARTTIME

z0FR THE BRITI@ GOIERMMERT| CODE AWND Cl:BER [CBO0L BEzORE TBE [ECOMD FORLD

AR BROwWE OUT IN - TURINMG TOOw Uz & =2ULLTIME ROLE AT BLETCBLE| s&Fw fBERE
TOz[ECRET [ORw fA] CARRIED OUT TO DECI:BER THE MILITARI CODE| UED Bl GERMAMI
AMD IT|ALLIE] THE MAIM z0CU| Oz TURIMG| fORw AT BLETCHLEI B4 IM CRACWING THE
EMIGHMA CODE TURIMG sLAIED A wWEIROLE IM TEIIMENTING ALOMG AITA =ELLOF
CODEBREAWER GORDOM FELCBMAM A MACBIMNE wHOM & TBE BOMEE T8I DEICE
BEL=ED TO jGMIzZICANTLIREDUCE TBE fORw 0z TBE CODEEREAWER| zR0OM MID

GERMAM AIR z0RCE jIGHAL| fERE BEIMG READ AT ELETCBLEI &AMD TBE INTELLIGEMCE
GAIMED =zROM THEM f4j BEL=IMG TEE (&R Ezz0RT I

Show current status Copy key Cancel

Amopévouv ot mpoeaveic aviikataotdoel z=2F , w2K , iV «.0.kx Kt

TPOKVTTEL TO ATMOKPLITTOYPAPNUEVO KEIUEVO :
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Substitution Analysis: Manual Post-Processing l&li

It thiz dialog windaow ciphertext characters are shown in zmall letters and plaintest character: are
zhoven in capital letters [example: a --> C meansz that the letter 'a’ iz decrypted into 'C'). .
Each change of the substitution list below will rezult into a change of the intermediate status of 1]
decyption below. Uzing the actual state of decryption you may bp out other substitutions.

a: IH_ b: IM_ c ||:|_ d: lx_ e IG_ f: IW a: l,.-:-.,_
h: IH_ I IV_ I IS_ [t l"_ I: l“r’_ m: IE_ 48 IN_
o ||:_ p: ||_ q: lx_ r: ||__ 4 IP_ t: lx_ u: IB_
v ID_ W IK_ ®: IT_ w ll_l_ =z IF_

[5

Reszet entriez to the rezult of the automatic analyziz

Current intermediate status of decrpption:

AlLaM TURIMG Was & BRILLIANT MATHEMATICIAN BORM IN LONDOM IN HE STUDIED -
AT BOTH CAMEBRIDGE &MD PRIMCETOMN UNIMERSITIES HE “wWas ALREADY WOREIMNG
PARTTIME FOR THE ERITISH GOVERNMEMTS CODE AMD CvPHER SCHOOL BEFORE
THE SECOMD “wORLD “waAR BROEKE OUT IN TURING TOOE UF & FULLTIME ROLE AT
ELETCHLEY PaRK “WHERE TOF SECRET “WORK wAaS CARRIED OUT TO DECIFHER THE
MILITARY CODES USED BY GERMANY AMD ITS ALLIES THE MAIN FOCUS OF TURINGS
WORE AT BLETCHLEY wiaS IM CRACKEIMG THE EMIGMA CODE TURIMG PLAYED A EEY
ROLE IM THIS INVERMTIMG ALOMG %ITH FELLOY CODEBREAKER GORDOM “ELCHMAM
A MACHIME KHDWwWMN AS THE BOMBE THIS DEVICE HELPED TO SIGHIFICANTLY REDUCE
THE “wOREK OF THE CODEBREAKERS FROM MID GERMAM &IR FORCE SIGMALS “WERE
EEING READ AT BELETCHLEY AND THE INTELLIGEMCE GAINED FROM THEM A5
HELFIMG THE &R EFFORT

Show current status Copy key Cancel

2.4 AXKHXH 4

Koatapydc mapatnpovpe 610 Kpumtokeipevo 0Tt n akolovdia yoapaxtiypwv fv
emavoropupdveror pe andotaon 4. Xvumepoaivoope Aowmdv 0Tt TL KAEWI
npénel vo €xel péyebog 4 (1 2). 'Eoto L=4. I'vopilowvtag 6t1 T0 pnivopo

apyiletl e t epaon dearmary , GouTEPOivVOLUE OTL :
Tod kpvmtoypagpnOnke g w=m;=3 Kot ¢;=22

Toe kpurToypaENnONKe ¢ v=Pm,y=4 Kot c,=21

Toa kpvrtoypoaprdnke w¢ a=»m;=0 ka1 c;=0

Tor kpvrtoypaenOnke ¢ g=Pmy= 17 kot c,=6
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H oyéon mov divel v amokpumtoypdenon otov adydpiduo Vigeneresivan :
m; = ¢— kjmodL (mod26)

Tnv epapuodlovpe yio kB YapakTpo Kol EYOVUE :

m; =¢; — k; (mod26) =» 3=22 — k; (mod26) = -19 = - k; (mod26) =» k=19
9k1=T

m, = ¢, — K, (mod26) =» 4=21 — k, (mod26) =»-17 = - k, (mod26) = k,= 17
9k2=R

m; = ¢3— k3 (mod26) = 0=0 — k3 (mod26) k2= 0 D>k;=A

m, = ¢y — kg (Mod26) D 17=6 — k, (mod26)>11 = - k, (mod26) > -
11=ky(mod26) = 15=k,(mod26) & k,=15 Dk,= P

Apa n AéEN kel eivan : TRAP . Xpnowonolovue topa to CrypTool pe v
axoiovBia evtolmv : “Encrypt/Decrypt ->Symmetric (classic) ->Vigenere”

Kol 0T0 TapABvpo mov eppaviletol TomobeTovpE TO KAELWDL :

el

&-f Vigenere_encrypted (1) ?

wvagfrmfveifvailzx

Key Entry: Vigenera &J

Enter the key.
The mazimum key length is 1024 characters!

TR
Encrypt Decrypt ‘ Text options

Cancel

Emniléyovtag Decrypt maipvovpe to apyikd pijvopa
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T L a1

le Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures  Analysis  Options  Window  Help

=GR = L

G (vl
Eeavmarymeetmeats X

“DEAR MARY MEET ME AT SIX”

3.1 AXKHXH 1

Kpvuntoypagodpe 1o pvopo SECURITY (8 yapoaktipec) pe wAewdl
01234567890ABCDE ot Aapfavovpie 1o kpuntokeipevo (o€ 1631k popen)
00 7C 5079 41 5AE2 43.



% CrypTool 1.4.30 - DES (ECB) encryption of <startingexamale-en.tits, key <01 23 4567 89 0A BC DE~
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures  Analysis  Options  Window Help

D|{a|@ls] 4@ S 2|

':\:If startingexample-en.td

SECURITY

1 S (ECB) eyt of ctatingerampeent, key <01 256719 DABCDE>

Q0000000 00 T7C S0 79 41 SA E2 43

i) AAMalovpe éva bit tov KAewdov — my. to 100 bit, omdte 10 KAEWL
LETATPETETOL GE

01634567890ABCDE ( 10 2 mponyovpéveog, OomA. 1o 0010, mov
aviiotoryovoe oto bit 9-12, petatpdnnke oe 6, omiad 0110).
Kpuntoypagodue 1o pivopa pe 10 véo avtd KAEWL Ko Aapfdavovue to

KpunToKEipEVO "0 YIpZm- (01 YopaKTpeS Eivol EKTVTAOGLOL)

9!.1 CrypTool 1.4.30 - DES {ECE) encryption of <startingesample-eniete, key <01 6345 67 83 0A BC DE-
File Edit Yiew Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis  Options  Window  Help

a
E']' slaringexamipteen.dal

SECURTY

4 083 8 cxcytonof<ttigeomplene, ey 0163567 9OARC >
oYipZi]




Ta 000 kpumtokeipevo eivar OVIOC SPOPETIKA — OAAG Yo VO dOVUE
akppmg TOco drapépovv, ta Tpocshitovpe pe XOR yia va dovue o mdca
bit dapépovv. H mpdobeon pe XOR umopel va yivel pe kpumtoypdenon
one-time-pad, onote TpaypaToTol®VTNG TNV AapPdvouue to amotéleopo Al
13 09 A6 31 9C 1C 6E v 10100001 00010011 00001001 10100110
00110001 10011100 00011100 01101110 (dnAadn Too dVO KpLTTOKEiEVL
dwpépovv oe 27 and TG cuvolkd 64 BEcelg, NTOol 6 TOGOGTO TEPIMOL
42%.)

ii) AAAGCovpe éva bit Tov unvopatog — m.y. to 8o bit, ontdTE TO PNVLUQ
petoatpéneton e RECURITY (m addayn eaiveral pe to Kitpivo — 10 byte tov
yopaxtnpo S mwponyovuévag, oni. to 01010011, mov avtictoryovoe ota bit
1-8, uetatrphmnke oto byte tov yapoaktipa R, omAiadny 01010010).
Kpuntoypagpodpe pe 710 oapywwd pog wAewl kot AauPdvoope  Tto
kpovntokeipevo 25 B7 7F 11 DABE 67 7F

Onwg kol vopitepa, cvykpivoope ta 600 Kpumrtokeipeva TpocHétovidg o
ue XOR kot Aapupdvoope 25 CB 2F 68 9BE4 85 3C, oniadon 00100101
11001011 00101111 01101000 10011011 11100100 1000010100111100
(OnLadM| Ta dVo KpvTTOKEIEVA dLapEPOLY G€ 32 amd TIC cLVOMKA 64 BEoelg,
nrot o€ 10coc10 50%.)

Apa, emPeParwverarl to avalancheeffect (aAlayn o€ 1 bit onuaivel ToAAEC

OAAOYEG OTO KPLTTTOKEIEVO, TTEPITOL 1GEC e TO Led TAN00C ynoioy).

3.2 AXKHXH 2

A)  Kpvrroypagovue 1o pnqvopo TESTMESSAGE dwadoyikd 600 @opéc

(avtiotolyo Yo OmOl0dNTOTE GAAO UNVUUO, OT®G TO OVOUOTETMVULUO TOL

45



{nreiton), pe kiewdi kpvmtoypdonong to 12 59 A4 B4 8C 07 71 A9 (tuyaia
emAoyn). H mpdtn kpumtoypdenon pog divel 1o €N KPLTTTOKEIEVO:

u CrypTool 1430 - DES (ECE) encryption of <staringesarnple-entite, key <12 59 A4 B4 3007 71 A2
Fle Edt View EncryptDecryot DigitelSignatures/P| Inciv.Procedures Analyss Option: Window Help

MEOFERELE R

.:.‘f;]n.:mrﬁn qERmplC e

cooncaon E!. 43 EE AZ €6 T7 C2 6D BD 11 93 E3 07 A6 08 EE B S s

Kot kpurroypagpdvrog to ek véov, Ba éxovpe:

S CryoTool 1430 - DES FECB) encygton of <OES (ECB) encypton of staringeample-endie bey <11 DA BABCTTTI A, gy <050, -
‘F‘)FE bt View Encrypt/Decrypt Digial Sonatures/Pl ndiv. Procedunes Anabyss Onfions Window  Help

Dl o8 g 1t

E?f:staninqmmp[ﬁmm
=i

Il

Con D (7 encryption of sadinagample-snbts, by 1230 A A9E 0771 400

00000000 ED 94 A3 42 C1 79 TE D3 0D 1D DO ['C CB A6 DO 43




B) Emnuéyovpe og wiewi to FEFEFEFEFEFEFEFE (éva ek tov
adVvap®V KAEWI®OV). Kpurttoypapdviag 1o pivopd pog pio gopd pe avtd

10 KA1, O Eyovpe:

R CrypToel 1.4.20 - DES (ECE) encryption of clinnameds, key <FE FE FE FE FE FEFEFES - I
File Edt View Encrypt/Decryet  Digital Signatures/PK - Indiv. Procedures  Anabsie Options Window  Help

i 5| 42 @ 2w

1| 00000000 !B DO DL EE EE 4A 05 £7 36 DO F6 BF €C BO 73 DL M, R, O 18

Kpuntoypagmvrog to ek véov, e to 1010 kAedl, Oa Exovpe:

OB CrypTuo 1430 DES () encygtion o <DES () encyption o eUnnumed?, ey <FEFEFEFLIERERERESs ey EREFEFEFEFEE, -
Fle Edt View Encrypt/Decypt Dinitl Sgratures/PHl Indiv. Procedures Anchis Ctions Window  Help

sieldls Lzl 2 10

00000000 i‘! 46 B3 B4 20 4D 46 53 63 41 47 45 00 00 0O OO TEST MEZJAGE....




AnAadn avokTovpe to 1010 unvopa. Avtd opeiletoan oto 6T kéBe weakkey
mopdyel akpiPac to 1010 vwo-kAewld Kot yioo tovg 16 ydpovg, omdte 1
Kpuntoypdonon tovtiletal pe v anokpurtoypdenon (Adyw g Feistel

doung tov akyopibuov).

3.3 AXKHXH 3

Mmopodue va ypnowonomacovpue 1o puvope SECURITYSECURITY, to
omoio amoteleitar and 8 yapaktinpeg (dnNA. 64 bits, 660 sivar 10 u€yebog tov
block yia. tov DES ot tov 3DES) mov enavaiapupdvoviat. Avauévetal to
kpovntokeipevo otov ECB tpdmo Aettovpyiag, eite tov DES eite tov 3DES,
va omoteleital emione amd 8 YapakTipeS TOL Enavarapupdvovial, Evd avtd
dev avouévetar va mapatnpnbel otov CBC tpdémo Aettovpyiag: ovtd Oa
1GYVOLV Y10 OTOL0INTOTE KAELD KPUTTTOYPAPNONG KO OV EMAEYEL.

[Ipdypatt, £xovpe:

Kpuntoypaonon DES-ECB (xhewdi (tuyaio emrioyn): 01 48 AC 82 B2 D2
38 AD:

Q‘. CrypTool 1.4.30 - DES (ECB) encryption of <startingexample-en.bd>, key <01 48 AC 82 B2 D2 38 AD>

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

D|cai@] 5] &[[@ &7 2w

c.ﬁ
AT

=
SE 1 DES (ECB) encryption of <startingexample-en.tet>, key <0148 AC 82 B2 D2 38 AD>
00000000 EC 87 O5 rs BB 84 E8 8D 8C 87 05 rt BB 84 EE BD

Ewova 1
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Kpunroypaenon DES-CBC (kAedi (tuyaio emioyn): 01 48 AC 82 B2 D2
38 AD:

I CrypTool 1430 - DES (CBC) encryption of <startingexample-en.bit>, key <0148 AC 826202 38 AD>
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

Df|all]=| 4|28 &7 2%

i startingexample-en.bt
|SECURITYSECURITY

00000000 &C &7 05 Pt BB &84 EB 8D AC 8C 02 B2 44 Fl1 60 26 E4 5B 52 DB 51 BB 5A OE

Ewova 2

Kpvntoypdonon 3DES-ECB (kAewdi (tuyxoaio emihoyr): 01 23 45 67 89
ABCDEO 12 34 56 78 9ABCDE 01

] CrypTool 1.4.30 - Triple DES (ECB) encryption of <startingexample-en.txt>, key <0123 456789 AB CD E0 1234 56 78 9ABC DE 01>
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help
D |d|B| |56 £ 2N

L starttingexample-en.bd

SECURITYSECURITY

1@

s

Ewova 3



Kpvntoypdonon 3DES-CBC (xiewdi (tvyaio emhoyn): 01 23 45 67 89
ABCD
E0 12 34 56 78 9A BC DE 01):

91‘. CrypTool 1.4.30 - Triple DES (CBC) encryption of <startingexample-en.bd>, key <01234567 89 AB CD E0 1234 56 78 9ABC DE 01>

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

Do @] 5| &|%|@] £7 2/w]

E% tarfinaEvan
SECURITYSECURITY
€1 Triple DES (CBC) encryption of <startingexample-enibdt», key <01 23 45 6789 AB CD E0 12 34 56 78 94 BC DE 015
00000000 7B B3 49 20 5D 20 45 69 B7 D2 1B €D 12 DE 6B D7 C5 D3 53 49 77 F2 0D BF
Ewova 4
3.4 AXKHXH 4

A&lomoidvtag ta mponyovueva mopadeiypota tne Acknong 3, umopovpe vo
kpvrtoypagncovue to uvopo SECURITYSECURITX (dwapépet o€ évav
uovo yapaxktipo and 1o SECURITYSECURITY «xat, pdiiota, o évo pdévo
bit, apov N Ascii kwdwonoinon tov Y givar 01011001 kot tov X givan
01011000), pe ta id1o KAEWO1E TOL YpNGLLoTOMONKAY aveTépw, o CBC

TPOTO AELTovpyiog.

"Exovue Aouwov yia v mepintmon tov DES-CBC (khewdi: 01 48 AC 82 B2
D2
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38 AD):

2% CrypTool 1.4.30 - DES (CBC) encryption of <startingexample-en.tit>, key <01 48 AC 82 B2 D2 38 AD>
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures  Analysis Options Window Help

Do|of [@] 5| &|%|@ £I7| 2[W

A
AT

SECURITYSECURITX

0 DES (CBC) encryption of <startingexample-en.bat>, key <0148 AC 82 B2 D2 38 AD>

00000000 8C 27 OS F= BB 24 ES 8D DC 22 12 DO C2 DC BO FC AA 3B 58 EF oC oD &4 E2 ]

Ewova 5

2vuykpivoviag Aomdév TNV otV TNV €IKOVOL LE TNV 0€0TEPN EKOVA TNG
TPONYOVUEVNG aoKNoNG , emiPefardvovue 6Tl pio TOAD Uikpn aAloyn 6To
VOO ETEPEPE PEYALEC allayé oto Tedevtaio block Tov kpvmTokELEVOL
(otmv Ewova 2 1o block avtd givar 1o E4 5B 52 DB 51 BB 5A OE evo oty
Ewodva 5 1o block avto givar 1o AA 3B 95 5F 9C 9D 64 E8 — pnopovpe va
emPefardoovpe, HE TIC OLOOIKEC OVOTAPUCTACELS TOV OVAOTEP®, OTL
dtapépovy ota 35 amd To GLVOALKA 64 bit — dnAadN Tepimov oTa LGA).
Avtictoya, kpvmrtoypagovpe to SECURITYSECURITX pe tov 3DES-
CBC, &avd pe

10 KAeW1 01 23 45 67 89 AB CD EO0 12 34 56 78 9A BC DE 01):
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s CrypToel 1.4.30 - Triple DES (CBC) encryption of <startingexample-en.tdt>, key <01 23 45 67 89 AB CD E0 12 34 56 78 9A BC DE 01>
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

D|w|of | =] &|%(@ &/ 2

Oa
AT
SECURITYSECURITX

'Ef,"' Triple DES (CBC) encryption of <startingexample-en.bd>, key <071 23456789 AB CDE0 1234 56 78 SABC DEO1>

oooooo0e [fB B2 49 20 SD 20 49 6% 12 E1 DC €9 46 6F 24 F4 09 BA Bl C7 BE DE BO £C

Ewova 6
2vykpivovtag Aomdév v Ewova 6 pe v Ewova 4, emPefoardvovpe 6Tt pia
TOAD
LIKPN A0y GTO HUNVOUOL ETEQEPE PEYAAES aAAaYEG oTO TehevTaio block
TOV
Kkpvrtokeévou (otnv Ewova 4 to block avtd eivar to C5 D3 53 49 77 F2
ODBF
evod omv Ewova 6 to block avto eivar to 09 BAB1 C7 BS DEBO 9C -
LUTTOPOVLLE VO
emPefordoovpe, HE TIC OLOOIKEC OVOTAPUCTACELS TOV OVAOTEP®, OTL
dlapépouy otal

34 and ta cuvolKa 64 bit — dnAadn TEPITOV OTAU LGA).

Téhog, kpurtoypapovue avtictorya kot pe tov AES. To unvoua
SECURITYSECURITY é&yet péyebog 16 yapoktmmpes, omAadn 128 bit —
onAaon

avtiototyel oe éva povo block unvoparoc. EmAéyovpe peyaddtepo pnivoua,
Yo va

&yovpe TovAdytotov dvo block unvopatog (apa, Ba Tapoydei ko Eva block
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KpvntokeEvov). EmAéyovpe o pvopa
AES IS THE CURRENT STANDARD IN CRYPTOGRAPHY
ueyébovug 43 yapokmmpov poll pe ta kevd (omdte Oa yivel Kot GLUTANP®OT —
padding). Xpnoyomoodpe og khewdl kpumtoypdenon to 01 23 45 67 89 AB
CD EO 12 34 56 78 9ABCDE 01 kot T0 kpumtokeipevo ivat 1o €ng:

8 CypTon! 1430 Rindael(AES) encrypion of <staringerample-en ot key <01 23435769 ABCD £0 123456 7894 BC DE 1>

File Eft Viev Encnpt/Decypt Digtal Sonsures/P  Inv.Procedures Andlysic  Options  Window  Help

D|a(a|B2] #/(@ &= 208

AES 15 THE CURRENT STANDARD IN CRYPTOGRAPHY

b Rijndasl (AES) encryption of <startingexample-en.bet>, key <0123 43 67 49 AR CD'EO 12 3456 T8 9ABC DE 072

Q0000000 EE OF 49 5A B9 25 91 22 38 79 €9 70 49 0B EC 72 A4 04 7D 75 7A 64 D9 AF 1E €D 8E ZE BC €D 4F 56
[ufadslifuluk:ds] E7 01 D2 ET DB 4C 1B OA AJ AB CA E1 C7 14 €7 OE

Ewova 7

To tehevtaio block Tov KpumTOKEEVOL ElVaL TO

E701 D3 E7 DB 4C 1B 9A A3 AB CA 51 C714 67 9E
AMGCovpue to puvopd pog xotd 1 bit, og

@ES IS THE CURRENT STANDARD IN CRYPTOGRAPHY

Kot kpurtoypagovpe to véo uinvopa. pe to 1010 kKAedi:

53



% CrynToal 1430 - Rijndael (AES) encryption of <stertingesample-enitats, key <07 2343 6789 A8 CDED 123436 T8 94 BCOE 01>

file Edit View Encrypt/Decrypt Digital Signawres/PKl Indiv, Procedures Analysis Cptions Window Help
Dlela||| 42e ¢ 2

g

(@ES IS THE CURRENT STANDARD IN CRYPTOGRAPHY

T Riindael (AFS) encyption of <stertngeiample-entts, Fey <01 2343 780 A8 COE 12 4456 78 SA 8C DE 1>

0ooooooo El 43 ED LKA 16 30 3D ©7 49 &7 9C Or 356 04 CC 3C 37 EA 40 7€ 63 OF 35 B5 70 70 3C 99 30 IE B2 99
000000Z0 01 BC OC 1D BZ Er 1D 49C B0 Z0 %A 00 E1 3D EO B2

Ewova 8
To tedevtaio block tov kpurtokeévoo etvan o
01 BCOC 15 82 EF 1B 4E 80 20 4A 00 E1 3D EO B2
2vykpivovtag avtd ta 0vo (tov Etkdévov 8 kot 7) mapatnpovue 6Tt pio ToA
HIKPT
aAAayT) GTO UNVOULO ETEPEPE PEYALES aALayEG 6TO TEAEVTAiO block Tov
KpunToKEWWEVOL  (Umopovpe  va - emPePaidoovpe, HE TG OLOOIKEC
OVOTTALPACTACELS TV
avOTEP®, OTL daPEPovy ota 58 amd ta cuvolkd 128 bit — dnAadr| mepimov

oTO LIGA).

5.1 AXKHXH 1

H ocuvdpton avt) dev ikavomotel 1o 2nd-preimageresistance — ko, oG €K
To00TOV, 0VTE TO collisionresistance. I'ta orotodnmote wvopa M, givon oA
gvkolo va Bpodue éva dAdo pvopo M’ pe 1o 1d10 amotdmwpo pe o M.

Yvykekpléva, kabe unvopa M’ mov tavtiletan pe to M oto 1o, 30, S0, 7o,
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..., 2550 ynoio, aveapttmg oTig TIEG Tov Ba £xel ota dAAa ymoeia, Oa

&xet 10 1010 amoTuTmpA e T0 M («oclhykpovon»).

5.2 AXKHXH 2

Koartaokevdlovpe dvo unvopata, to £va («messagel.txt») avaepépet:

Dear Tom,

I hope this e-mail finds you well.

I would like to ask you a favor: Please give John 10000 $ from my account. I
think that he deserves this.

Kind Regards

Kol 70 GAAO («message2.txt») avopépel

Dear Tom,

I hope this e-mail finds you well.

I would like to ask you a favor: Please give Bob 100000 $ from my account.
I

think that he deserves this.

Kind Regards

‘Exovue Aowov:
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Attack on the Hash Value of the Digital Signature

Thiz attack attempts to find bwa different messages that hazh to the same value.

Uze default messages

— Chooze "hamlezs" file

The attacker azzumes that his wictim will digitally sign the "harmles:" message dus to
itz non-malicious content.

C:hJzersiKostash\Desktophmessagel. bt Browsze .. |

— Choose "dangerous" file

If the attack is successful, the attacker can argue that the victim baz digitally signed
the "dangerous" instead of the "harmless" message.

C:ilzers\Kostas\Desktop\mezzageZ. bt

— Start zearch / Set options

Click "Start search’ to initiate the attack. The program will search for modifications of
the two messages that hash ta the same value.

The meszage will not appear to change, since only unprintable characters will be uzed
to modify them.

I the "Optiots" wou can select the hazh function, the required minimnum number of
matching bits, and the message modification method.

Start zearch Options ... Cancel

Emniléyovue «Options»:




st mat

G s mesige A1,
0 D‘lg‘%mﬂg!mmmguﬂ-l,tﬁﬂfi
| | [Dear Tom,

=1 =5

T, o tis - s you vl

:1' il 1w e to s you @ v Please give Bob 1000003, mini
|bd [
P | | Kind Ragards

Anidvovpe SHA-1 ko mAn0o¢ bits tavTtiong tov omotunopdtov: 16 bits
21 ovvEyeld, Tatavtag «Startsearch» axaploio TportomolovvTal To

UNVOLOLTO, LE EIGAYMYT] KEVAOV YOPOKTNPOV, OGTE TO ATOTVTMOUATO TOLG VO

tavtilovtol o 16 bits.

Ritack on the Hash Velue of the Digitel ignature

=

7 OpticnsFor the Aack on the Hach Valuz of the Dgite Signature

bt

Hehbiclon

Dt a et o and he i e e of
malePing bt for e afiack bn e corvichaed suceessfd.

£ b2 44 £ e

oy & i " RIFEMD 420

Syl B odoran -5

“Opls for e o el of meszages
Dilemire b vy nessages aiemodlisd brogind e fack

W gt ke W Infreofen o I
¥ Doube s

£ Mach chaclee 7 Foriate s e e

 Ungrletls chrazis:

wy | o | bl |




ATTEACK O CFE Hash Valiie of The Sl SiGnaTiiie i
Statistics of the Attack =

—dssumed efort:

Calculation time FEI vedil=l. 0 davizl. O hourlz]. O minutelz] und 0.00 s=condls)

Steqs recuired EEAD

— Efforts made o fird a pair of messags

Calculation time [Dyealsl. O daglz). O haurl(=]. O minute(s] urd 0.00 s=conds]
Stems racuinsd E1 930

Hash operations E4533

p=riommed

Steps reauied sated By run

Flun ... | Stepe bl collicion | Collision cheol | Total stops |
1 126 EE 192
2 455 ara 834
3 == 50 136
4 =30 ass 7TE

Additional bytcs
10 b=z were added (o the harmless message.

10 ez were added 1o the dangerou: message.

. Prnt statistics I Cancel I

IMa péyebog tavtiong 32 bit, TGAL 1) TPOTOTOINGN TOV UNVOUATOV EYIVE

ypnyopa (o€ 1,29 sec).




E frrpT(:rﬂ 1430- nargrrc:il‘. Tessage THA-Y, <FFAF 23 A4

|H\e Eoit iew Encrypt/Decrypt Digical Sigraturs/P]  inciv. Procedures Analysie Cptions Windew  Help

DjG 6 B8 el ¢l 2

0

C
|off

i

i)
1ba
P

i
g
5

4

L LR
AT ctEmtingzample-en ot
—

£ s e -1 <A BE>

\
i
I
\

ki

O % Dangersus message SHA-1, < TABE>
\ D 6 Harrless mesage SHACL <FF 4F A

i

K
| hap this e-mail finds you well

R | —| j—

0 Elﬁ Dangeraus meczage SHA-1, cFFAF 28 A0

Dear Tom,

E would ke to ask wou a favor. Plaasa giva B
© 1 think that he desenves this.

Kind Regards

Statietics of the Attack

dzsumed efonks

o [a@[=]

[cleT=]

Leleudation tme ‘Dyw[e],ﬂdu,(s\,IJI'n:ur{sI,Dmimw[s]undmwcord[s]

Sepseaed (510

“Elfrts e o frd a par of messages

i

[alelwl

[=[a]E]

Calesdofion e ‘Dynu[slﬂdu,(s\.|]|'|:ur{3|.Dmimhc{s]undTEgmord[s]

Seppieging (154005

Hechoperdon: (47 )
[ilel

lamez
St e died soied by rp
Hun... | Stepsunll calizan Calin check, Totals
AR it 971 1813
2 am k=l g

il byt
18 bples wesre 2ddsd to e haless message.

18 byles were addsd to e daigesous niestage.

5.3 AXKHXH 3

Piinf statstcs

A) Agv givor KaAn 10€a, Y1ati 0ToladmoTe 600 SLOPOPETIKA UNVOLLOTOL

oLUE®VOVV 6TO TEAEVTOLO UTAOK (OnAadn ota tedevtaio 128 bit av T0

péyebog tov M givon moddamAdoio tov 128 bit) Oa Exovv tov idto MAC (kau,

TPOPAVAGS, Y10, 600EV pivop Lropovpe va fpodue ToAAA dAAa e TOV 1010

MAC).




B) Asv sivau kol 10éa, ywuti — oavoakoAdvtac T AETovpyio TV
streamciphers,

omm¢ givar 0 RC4 - omoladnmote V0 S10POPETIKA HIVOLOTO CUUPMVOVY
oTa

terevtaio 256 bit Oa Exovv Tov 1610 MAC (Ko, Tpopavag, Yo 500&v umvouo
umopovpe va Bpovpe moArd aAra pe tov 1010 MAC).

I') Agv glvar koA 18€a, yiati oTotadnmote dV0 S1POPETIKE UNVOLLOTO,
CLUP®VOVV OTO, TPMTO dVO UTAOK (dNAadN ota TpoTa 256 bit av T0 péyedoc
tov M egivar peyoddtepo tov 256 bit) Ba égovv tov idto MAC (kai,
TPOPUVAG,

vy 5008V pMvopo popovpe va Bpovpe moAld dAAa pe tov idto MAC).

6.1 AXKHXH 1

(21 + 12) mod 30 =33 mod 30 =3

(6-10) mod 13=-4mod 13 =9
(ywoti -4 mod 13 = (-4+13) mod 13 =9 mod 13 =9)

(10-2*%12) mod 21 = (10-24) mod 21 = (10-3) mod 21= 7
(yroti 24 mod 21 =3 mod 21 = 3. 270 010 tehiko amotédeouo Ga
KataAnyoue axouo o kavoue v npocn (10-24) mod 21 = -14 mod 21 kou

ovveyiloue ovoroywg).
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6.2 AXKHXH 2

A@ob o 17 givar TpdTOC 0p1OUoC (dev dtanpeital omd KavEvay aKEPOLO TANY
TOV €0VTOV TOV KOl TNG UOVASAC), TO OVOTEP® GUVOAO Elval TETEPACUEVO
ocopa, onAadn opilovror 6Aec ot mpdelg (cLyKEKPIUEVD, TPOKELTAL Y10 TO
nenepacpuévo copo GF(17)). Emiéyovpue tuyaio ta ototyeio a=15 ko b=11.
‘Eyovpe:

[Ip6cBeon: (15 + 11) mod 17 =26 mod 17 =9

Aoaipeon: (15-11)mod 17=4mod 17=4

[ToAamlaciacpds: (15 x 11) mod 17 =165 mod 17 =12

Awipeon: 15/11 mod 17 = (15 x 11-1) mod 17.

[pénet vo. Ppodpe Tov apdpd 11 'mod 17

Ao 10 dradiktvakd tomo http://www.dcode.fr/modular-inverse

uopodpe var dovpe 6tt 11'mod 17 = 14

(ITpaypat: (14 x 11) mod 17 = 154 mod 17 = 1).

Apa, 15/11 mod 17 = (15 x 14) mod 17 =210 mod 17 = 6.

Apa, yio to aveotépm a, b ototyeio tov GF(17), éyovue a+b=9, a-b=4,

a*b=12 ka1 a/b=6.

7.1 AXKHXH 1

A)Ot pikpol oplBuol emrpémovv, pe efaviintikovg eAEYyovs, Vo
VTOAOYiGOLUE TO

dyvoota X,y (éva uoéovo €€ ovt®dvV vo LoAoyicovpe, Hog apkel Yoo TOV
VTOAOYIGHO TOV HVOTIKOV KAEWOV oL avidAraéav). o Tov vroAoyiouod
TOV X, Kavovpe Tic dokipég 20 mod 23 yia 6Aa o k amd 1 péypr 22, péypt va

Bpovue oamotéiespo 10. Xmmv mepimtwon avty, o Ppodue k=5, a@pov
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20°’mod23 = 10. Apa, x=5. To pvotikd kKAewdi g¥modp oovton emiong pe
(y’)*modp, dnA. ev mpokeéve 1oovtot pe 165 mod 23 = 6. Apa, T0 pootikd
KAedl etvar 6.

Ye ka0e mepintmon mavtog, e eEavIANTIKEG OOKIUES UTopovUE Vo, Bpovue
Kol 10 Yy pe avdroyo tpémo. Kdavovrag tig dokipég Ba Bpovpe y=6 (apov
20°mod 23 = 16).

Mmnopovpe vo emiPefoardoovpe 60Tt Ko o ypriotnc B o vroloyicel 1o 1010

Lootikd kel g¥modp = (x”)’modp = 106 mod 23 = 6.

B) Xpnowonowwvtag to Cryptool kot 10dymvTag To 08d0UEVE TOV LOG

00N KoV TpOpLE

5
Diffie-Hellman D ion - ization of the Diffie-Hellman Key Exchange Protocol [

- Public p g
Prime module p: |23

Generator g: IQD

- Alic ~ Bob

i I1 E B: I'I o
= IE S IE
g Show introduction dialog | |
Show information dialogs v

At first, Alice and Bob agreed on the public parameters. So they chose

a prime p and a generator g:

p: 23



g:20

Alice chose her secret number 'a'’ while Bob chose his secret number
le:
a6

b: 5
If the chosen secret values a and b are greater or equal the prime
module p, then they need to be reduced modulo p. The actual values

are given below:

a (reduced mod p):

6

b (reduced mod p):
5

On the basis of the previously chosen secret numbers, Alice and Bob
created their respective shared keys. Alice computed her shared key
A, while Bob computed his shared key B:

A: 16

B: 10
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In order to calculate their secret and common Session Key, Alice and
Bob exchanged their shared keys: Alice sent her shared key A to Bob
and Bob sent his shared key B to Alice.

Alice and Bob were able to calculate the secret and common Session
Key now. Alice computed the Session Key SA, Bob computed the
Session Key SB:

SA: 6

SB: 6

Theoretically it is now possible for Alice and Bob to use their Session Keys

to encrypt documents they would like to exchange covertly.

[TapyOnoav Onradn ta amoteAéopata Tov Pprkope OempnTiKa.

I') Emyepovue mmv viomoinon tov mpwtokdArov Diffie —Hellman pe

TopauETPOVS p=23 Kot g=8
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t |

Set Public Parameters . - |

Both parameters, the generator [g) and the prime module [p) may be known publicly.

The prime module (p] needs to be a prime; if pou don't know any large prime:s, just click the button 'Generate Prime’.
A valid prime module will be created instantly.

Frime module: |23 Generate Prime

The generator [g)] iz a natural number, preferably not zero or one and not a multiple of the prime module [p). Push the
button 'Create Generator' to make CrypT ool create a walid natural number.

Generator: g Create Generator ]

Accept parameters | Cancel l

Kot maipvovpe 1o pmpvopa :

F — —
CrypTeoel E

.-"'_"“-.I You chose a generator (g) which is either zero, a multiple of the prime
S module (p] or otherwise considered criticall
Thus, the following proceeding might not be safe!

OK I

To omoio pog mpogdomotel 6Tt Oev elval OTOSEKTH 1 TN Y10 TOV YEVVITOPO.

g=8 .

H &&nynon mpoxdmter and to yeyovdg Ot 0 yevvntopag g=8 dev eiva
KOTAAANAOC Y10TL SeV 1kavomotel TV omapaitnTn Tpovrddeon : g~ (modp) =
I yw 6Aa ta k mov eivon dwopéteg tov p-1. Ot dwpéteg tov p-1 = 22 eivan
10 2 ko 10 11 . Opowg av kévovpe v mpaén, 8''mod 23 =1, cuvendg 1

EMAOYN TOL g=8 MG YEVVNTOPO ATOKAEIETAL.
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7.2 AXKHXH 2

A) T'a tovg dvo ypnoteg A ko B yvopilovpe ta Snpocio KAES0 TOVG ex= 7
Kol eg = 5 KaBdg Ko o Ny = 5371 wor Ng= 2581. Xpnoiyomoovpe to
Cryptool (Individual Procedures -> RSA Demonstration -> Factorization of
a number) ka1 BpiGKOVE TOVS TPADTOVE TOPBEYOVTES :

Na=41*131 xou Ng=29%89 , dpa o1 avtictoryeg cuvaptioeic O(N) ivar :
®, =40 * 130 = 5200 wou Op= 28*88 = 2464 . Me avtd T0 dedOuEVQL
vroAoyilovpe 10 1O1OTIKO KAEWL TOL KAOe ypnot and t oyéon : ®(N) =
e*d -1=> O, =7 *ds -1 25200 = 7#d-1 Ddy= 743 «or Op =5*dg -1 >
2464 = 5*dp -1 =>dg =493

B) Agdopévov 611 Exovpe vTokAEyeL Ta KAEWL TOL ¥pnotn B umopodpue pe
avtd va dfdacovpe 6moto punvopo otéivet. I'vopiCovpe Aoutdv 0tLeg =5
Ng= 2581 ka1 dg = 493 T'vopilovue eniong Toug TOMOVS KPLTTOYPAPTONG
KOl OTOKPLILTOYPAPNoNG UNvopotog 6tov RSA adydpibpo : ¢ = m*modN
kot m = c’modN avtiotoryo. Exmvioag vmoAKAEYEL TO KPUTTOKEIUEVO Cc=
1867 pumopovpe va, Bpodpe To pvopo m : m = 1867*°mod 2581 = 467

m = 467

[Nao emaAnfevon YPTCLUOTOIOVLE 10 Cryptool (
Encrypt=» Asymmetric=®» RSADemonstration ) kot £(OVuE :
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e

. —
R5A Demonstration ——

=

— RS54 uzing the private and public key - or uzing anly the public key

key d iz then calculated such that d = &™[-1] [rmod philM]).

and the public key e.

* Choose bwo prime numbers p and q. The composite number M = pq iz the public BS4& modulus, and philM] =
[0-1119-11 iz the Euler totient. The public key & iz freely chosen but must be coprime to the totient. The private

' For data encryption or certificate werification, you will only need the public RSA parameters: the modulus M

— Prine number entrp

Prime number p |2El

Generate prime numbers. ..

Prime number q IEEEI

— RS& parameters

FSA modulus M |2531 (public]
philM] = [p-1](g-1] |2484 [secret]

Public: key = |5

Private key d |433 Update parameters |

— RS54 enciyption using e / decryption using d [alphabet zize: 25E]

Input az © text i+ numbers

Alphabet and number svztem options. .. I

Ciphertest coded in numberz of base 10

1867

D ecipption into plaintext mfi] = cfi]™d [mod N

|Dag7

Output text from the decryption (into segments of size 1; the symbal '# iz used az separator].

IThe decrypted message could not be decoded into a text message!

Flairtest

E rcrppt | | Decmpt I

AALG kot avTicTpoQa




1 RSA Demonstration lﬁ

Fi 54 using the private and public key -- or uzing only the public key

& Choose bwo prime numbers p and q. The composite humnmber M = pg is the public BSA modulus, and philH] =
[2-1g-11 iz the Euler totient. The public key & is freely chosen but must be coprime to the totient. The private
keyp d iz then calculated such that d = ™ [-1] [mod philM]].

7 For data encryption or certificate verification, you will only need the public RSA parameters: the modulus M
and the public kep =

Prime number entiy

Prime number p |23 Generate prime numbers. ..
Ii Prime number |EHEI
RS54 parameters
FSA modulus N |25E|1 [public]
philM] = [p-11g-1] |24E4 [secret]
Public key e |5

Frivate key d |493 Update parameters |

RSaA encryption using e / decipption using d [alphabet zize: 25E]

Inputas £ text b Alphabet and number spztem options. .. |

Plaintext coded in numbers of base 10.

|ag7

E ncryption into ciphertext cfi] = mfi]™e [mod M)
[1867

Output text from the encreption [into segments of zize 1: the symbol '/ iz used as separator].

|The encrypted message could not be decoded into a text messagel

Ciphertest

E ncrypt | D ecrypt

7.3 AXKHXH 3

Apywcd Bo amodeiEovpe v TavtomTa : p+q =N —o(N) +1 (1)

I'vopilovpe 611 N=p*q ko @(N) = (p-1) * (g-1) . Me avtikatdotaon otnv
(1) épovpe :

p+q= p*q-(p-D*(q-1) +1 Fp+q=p*q-(p*q—p-q+1)+1 >

p+q = p*q -p*q+p+q -1+1>p+q =p+q (Q.E.D)

amd Vv tavtodtTo Tov omodsifape maipvoope @ p + q = 171950281 —

171923092 +1 =27190
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dpa p+q=27190 . Eépovue Aomdv 0TL 01 p , q Elval Tp@TOL OP1Opol Kot
Exovv dBpotoua 27190. XpnolUomotov e To EPYUAELD

http://www.math.com/students/calculators/source/prime-number.htm

(etvo VTOAOYIGTNG EVPEON G TPDOTO®V APOUDV Kol oYL EpYAAEiD
TOPOLYOVTOTOINGNG)

Kot doxipdlovpe drodoyikd”

v p=3 =»q= 27187 =»notaprime

ywo. p=5 = q= 27185 =>» not a prime

ywo.p=7 = q= 27183 =>»not a prime

v p=11 =>q=27179 =>» 27179 is prime!

Apa éxovpe: p=11 karq=27179 N p=27179 xarq=11

8.1 AXKHXH 1

A) H ymowkn vroypaen otov RSA eivor kpurtoypdenon pe 1o 101oTikd

pog kiewdi, oniadn (H(m))dmodN. O B, 6nwg &idape omv Acknon 7, &xet

wWoTkd krewi d=493, evo emiong yw 10 duodclo kAewil tov N 1oydet

N=2581. Apa, n vroypapn s .covton pe s=12493 mod 2581. A&romorovpe 0

Cryptool (dnAmvovtag 0Tt KpuTToYpoPoVUE TO pivopa 12 pe ovtd 10 KAEWL,

TPOKEUEVOL VaL YiveL avTi I TPAEN):
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RSA Demonstration 4

—R54 Lzing the private and pubic kew - or uzng only the public keo

i+ Chocee two piime number: p and g The composite number b= pgis e publc ASA modubas, and phifd| =
Ie-1Ma-11 iz the Eules totient. The public ey & iz facly chozen but must be coprime o the totient. The pivata
ke d iz then calculated such that d = &7 (<11 [mad philk])

© Far dala encruption or cerlificate vesification. you wil only need e public BS54 paramsiers: the modulus M
and the publc key e

—Prime number enry
Frime rumber p [z3

G enerate prime numbers.. .

Frifne pmoer a EE

—R &4 paramaiers

FS& modulus M |2531 [pubic)

o] = o101 |2aEa [sooet]

Pubic hay e |452

Frivats kep d [5 L paanscn |

— R 54 encrppbon Leing e S decryprion uzing d [alphabet =ze: 256]

Input az € lext % nimbers alphabet and rumbe systenn options. . |

Flainteut coded mnrumbeis of baze 100
|12

Erczipphan inta cipbectext cfif = mi] "= [mod K]
| 1056

Clutput text from the encryption |into =egmentz of zize 1 the symbal | iz uzed az sepaiator|.

|1he encrypted mess=age could mot be decoded irto a text meassage!

Cipheiteut

Encrept i Drecovpt I Close

Apa, 1 vroypaen givor s=1056.

B) O A 0a kdvel v tpdén s“modN, 6mov e, N 10 dnpocto kAdi Tov

aroctoréa B. Apa, Oa kaver v mpdén 10565 mod 2581.

70



RS4& Dermnonstration x

F5d, using the private and public ke - ar wzing ony the publc key

(* [Choaoze bwo prime numbers pand q. The r_ﬂmpuste nurmber M = pg iz he puhlu: AShA modulus, and phiM) =

[p-1Mg1] is the Euler totienl The publc key = iz fresly chozen but must be coprime 1o the totient. The private
kap dis hen caloulated cuch that d = &™-1) [mod philkd])

" For data encrption or cafiicale verficaion. vou Wil only need the public BS54 paiametss: the moduus ™
and the public key e

Frime number ertrp

Piime: nLrrber o 23 Giznerabe prvns rambers. .
FPrime numoer g (==]
FiSd, paiameleis
A5 rodulus M 2501 |publi=]
philM] = [p-1)(31] 2464 [secret|
Public key c 5
Ervala Lo FeE Update parammetars ‘

RSé ericngption uzing & / decraption uzing d |alphabet size: 2EE]

(i e f= D Alphabet and number system options . |

Plaintest coded in numbers of base 10.
1056

Encrypiion into cipherbest cli] = mlil "= (mod M)
012

Output test from e encruphon [inbo zegments of size 1; te sombol '$ 1= ueed a= separator]

Ciohert=xt

Erciupt | D eciupt Close

Oa Bpel T0 6OOTO ATOTHI®LL TOL PUNVOpaTog 12.

I') O B emiéyet Tuyaio r. 'Eoto r=2.

Ymohoyilet To r*'modN, 6mov (e,N) to dnudcio kredi tov vroypdpovia A.
Apa (avaxoarobpue Ta otoryeio tov A and v Acknon 7.2):

2'mod 5371 = 128 mod 5371 = 128.

AxolovBwc, otédvel otov B 1o mr® (mod N) = 12 x 128 (mod 5371) = 1536.
O A hopPavet 1o «cvuokoteloéVo» unvopa 1536 — dev pumopet va Eépetl moto
etval to apykd unvouo (dnA. to 12). Yroypdoet to 1536 pe 10 1010tiKd TOL
KAewdi d, To omoio eivan to 743 (PA. mdAt Acknon 7.2).

1536 (mod 5371) = 480 (BA. endpevn ewdvo — emAéEapie «decrypt» yio vol
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yivern emBounm Tpasn).

R5A Dermnonstrotion b4

A 5S4 using the privale and public key -- ar using oy e public ke

¥ Checs= bao pline humbes poand q. The campozite nunbes N = pg & B2 public BSE roculuz, and philH) =
[p-1113-11 iz the Euler hotizee. The poblic key & iz ireeb) chozen but izt be coprime to the tatient. The private
ken diz then caleulated such that d = &™[-1] [mod phil]) .

[ For daba sncovpbion or cetiicate venificabion, vou will anly ne=d the public RSA parameters: the modubs N
ad s public key =

Prime murnber entye

Frime number o |-l1

Geneiste prime numbers.

Frime number g |13:1“

—H%A parameters

BSA moduluz M |53?1 [oidic]

oHIlN] = [0-1 0-1) |5200 [zaciat|

Fublic key & |7

Private ke d |?43 Lipdat= parameters | T

HSA ancrpphon uszrg & 4 decrephion waing d |alphabet zize: 25E]

Ibput ae b T Alphabet and number system oplions I

Ciphertest coded in numioers ol baze 10
| 1536

Decrpphtion inko plaitest mi] = <fi]"d mod M)
|D4BD

Clukpui text fiom the decryption linko segments of zize 1: the wymbol ‘1 iz used o= separator]
[

Hainiest

|

E nciwnt Decrpl Close

O B Aoppdver v toeAn vroypaen 480 kot t dwopel pe 1o r=2, dMA.
roAkamhactélel pe tov avtiotpoeo Tov r. 480 x 2 (mod 5371) = 480 x
2686 (mod 5371) = 240. EmaAn0evon: 1o 240 givon mpdypott 1 vroypoen
mov Oa £fale o A oto unvoua 12, av to yvopile. [paypatt, n vroypoen tov
Ba £Pale Ba NTav:

12"%mod 5371=240 (emoAn0edeton kot avtd pe To cryptool).
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8.2 AXKHXH 2

To «kpiowo onueio €dm eivor OTL KOTE TNV KPLATOYPAPNOYN TPEMEL VO
ONAMDGOVUE TOV TOPUANTTH — SNAAOT TO dNUOGLO KAEWL avTov Kot Oyl TO
oo pog. Moévo av Béhovue va KPLTTOYPOUQP|GOVUE KATL TO OmOio Vo
UTOPOVLLE VO, OTOKPVITOYPAPTIGOVUE HOVO EUEIS, YPTOUYLOTOIOVUE TO O1KO
pog onuocto kAewi yw Vv kpuvmtoypdonon. Eeocov 0élovpe va
vroypdyoovpe to pnvoud poc, 0o poag nmbet 1o WwTIKO pog KAewdl
(OnLadn| va eledyovpe to passphrase pog).

8.3 AXKHXH 3
OVerifier 0o vroloyicet apyiké o y’mod N = 5’mod 55 = 25 Akorovdac,
Ba vroAoyicel o xu®mod N = 4 x 161 mod 55 = 64 mod 55 = 9. Apa, 1

amdvinon oev givol cOOTN.

13.1 AXKHXH 1

A). To apyeio mov dnovpyovue €xel puéyeboc 16 byte = 128 bit, oniadn
600 kot 10 puéyeboc evog block otov AES. To amotédeoud poc Oo sivor
emiong ueyébovg 16 byte (128 bit), a@od Oo yPNGILOTO|COVUE TIC
mopapuETpoug «nopad» kot «nosalt». Ta kpvrrokeipevo mTov TPOKHTTOLV
OVOUEVETOL VO lval «tuyaiov» - yopic KAmolo avayvopiciyun ooun -
nepieyouévov. o mapdderypo, av 10 opyelo “‘name.txt” mePLEYEL TO
ovopatendvupo «kostaslimniotis» (peyébovg axkpifdg 16 bytes), umopodpue
Vo PN GUYLOTON|GOVLE TNV EVIOAN

openssl enc —aes-128-chc¢ —K 0123456789abcdef(0123456789abcdef —iv
00000000000000000000000000000000 —in name.txt —out

encrypted_cbc.bin —nopad - nosalt
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v Kpurtoypapnon tov pe tov CBC tpoémo Aettovpyiog, pe wAewdl
0123456789abcdef0123456789abcdef peyébovg 128 bit kot  undevikd
dlvoopo  apykomoinong. Me avtiotoyn €VioA TPOKLITOVV Kol Ot
KPLATOYPOAPNGELS e ToVS TpOmovg Acttovpyiac ECB kot OFB (mpocééte o1t
otov ECB dev ypetdletar ddvooupo apytkomoinone). Me hexeditors
uropoVue va, dovue, ot 160N avorapdctacn g Ascii KwOKomoinomg
TOV YOPAKTIPOV, TO OTOTEAEGLLOTOL.

Kpunroypaenon pe ECB: 31 F2 A2 BS5 79 74 15 DF DF B2 59 88 CA 4C
1C 43

Kpvntoypaenon pe CBC: 31 F2 A2 B5 79 74 15 DF DF B2 59 88 CA 4C
1C 43

Kpunroypaenon pe OFB: 12 C4 B6 B6 59 1B 8D E8 BA E5 A0 08 7E 7E
0B 07

[Tapatnpeiote 011 10 KpvRTokeipevo pe ECB kot CBC tpomo Aettovpyiog
gtvot opota.

Avto etvan avapevopevo, a@od Kpvrtoypopeiton povo éva block kot otov
CBC 10 didvououa apykonoinong ival to undevikod (omodte 1 €16000¢ GTOV
KPLITOYPAPIKO aAyOp1Ouo eivar avtovsto to apykd block, dnwg kal otov
CBC. Xtov OFB m «xoatdotaorn eivol SlopopeTiky, okpipdc yuoti m
KPLTTOYPAeNoN elval pe SPOPETIKO TPOTO — TPAOTO KPVITOYPAPEITAL TO
undevikd Oldvocuo apylkomoinong kot Uetd mpootifetar 1o block tov

UNVOUOTOG.
B) To apyeio repeated_name.txt £&yer péyebog 5x16 byte, oniaom

amoteleiton amd S blocks Twv 128 bits, ta omoia eivat Ko dpota peta&d ToVg

(to kdéBe block eivar ovowotikKd Opol0 pe 1O apylkd name.txt TOL
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gpomuotog A). Extehodue avtictorym evioin — m.y., Kot ovaloyio pe 1o
epomua i, ctov CBC 1pomo Aettovpyiog Oa Exovpe:

openssl enc —aes-128-cbc —K 0123456789abcdef(0123456789abcdef —iv
00000000000000000000000000000000 —in repeated_name.txt —out

new_encrypted_cbc.bin —-nopad —nosalt

eEVO, pe avaroyo tpdmo, kavovue katl 1ig ECB xou OFB kpurtoypagnoeic.
Ta amotehéopato sivar ta €€Nc (KaOe ypauun aviiotoyel oe éva block
KpLTTOKEEVOD, peyéBovg 128 bit):

Kpvrntoypdenon pe ECB:

31 F2 A2B5 79 74 15 DFDFB2 59 88 CA 4C 1C 43

31 F2 A2B5 7974 15 DF DF B2 59 88 CA 4C 1C43

31 F2 A2B5 7974 15 DF DF B2 59 88 CA 4C 1C43

31 F2 A2B5 79 74 15 DF DF B2 59 88 CA 4C 1C43

31 F2 A2B579 74 15 DF DF B2 59 88 CA 4C 1C43
Kpvntoypdenon pe CBC:

31 F2 A2B579 74 15 DF DF B2 59 88 CA 4C 1C43

27 7B F1 57 FD FB 28 01 BE 4D 9B C8 4D 72 FO 8C
79 AS B8 1D B9 BE 87 CE AB ED 5A 73 ED 5A AB 73
FD DC BC E8 68 2C DF F8 55 BB 09 2793 14 63 CC
90 AE 9B OE CC FO 7F 7A 59 EC 70 C4 00 E9 6D 31
Kpvntoypdenon pe OFB:

12 C4B6 B6 59 1B 8D E8 BA E5 A0 08 7E 7E 0B 07
62 B1 D3 EA 8C BE 9F 6B 4E E9 F0 68 F9 7E 5B 26
9D F7 DF EA 73 64 OE D4 CE C5 26 F8 52 17 F1 53

OE 41 4E 75 AF 19 EE 29 1E 3F D9 EF D8 37 2D A5
S0 EB A2 D291 4E 8D 90 19 9C 5C 85 9E DE 37 E9
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[Tapatnpodpue ta e€Ne:

>tov ECB, 6Aa ta block tov kpuvmtokelwévon givor Opoto HETAED TOVG —
avopevouevo, aeov kot ta block tov punvouatog eivar opoto petald Toug.
Eniong, ta block tov «pumtokeluévovr eivar oupowr pe to  block
KPLTTOKELEVOD TOV EPOTAUATOS A — €Miong AOYIKO Kot avapevOuevo, Paoet
tov TG Asrtovpyei 0 ECB . Ztov CBC, to mpdto block givatl — 0nwg kot 6to
epOTUA A), Yy TOuG 1d10Vg AdYovC — Ouolo pe to mPp®To block Tov
kpvntokelévor tov ECB, alAd omn ovvéyeia OAo ta block eivon
dtapopeTikd petald tovg, mopd to yeyovdg 6Tt ta block Tov unvopartog sivat
1010 Avtd glvor Aoykd ko avapevopevo, Baoet tov tog Asttovpyei o CBC.
Ytov OFB, eriong 6Aa ta block eivar dapopetikd petacd tovg , mopd to
yeyovog 6t ta block tov punvopatog givon idwa. To mpdrto block tov OFB
elvatl opoto pe avtd mov eidaue otnv OFB kpurtoypdenon oto epdtnua A
(0ev Ba. pmopovoe va eival d1apopeTikd — KpvrToypageitatl to idto block pe

70 1010 O1GVLG O OPYIKOTOINONC Kol TO 1010 KAELDT).

I') Anuovpyodue to akodrlovbo apyeior (e Kitpvo @OVIO M OAAOYN OV
EMPEPOLLE):

Tpomomonpévo ECB KPLATOKEIPLEVO (apyeio
new_encrypted_ecb_modified.bin):

B1 F2 A2B579 74 15 DF DF B2 59 88 CA 4C 1C 43

31 F2 A2B579 74 15 DF DF B2 59 88 CA 4C 1C43

31 F2 A2B5 7974 15 DF DF B2 59 88 CA 4C 1C43

31 F2 A2B579 74 15 DF DF B2 59 88 CA 4C 1C43

31 F2 A2B579 74 15 DF DF B2 59 88 CA 4C 1C43
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Tpomomomuévo CBC KPVLTOKEILEVO (apyeio
new_encrypted_cbc_modified.bin):

B1 F2 A2B579 74 15 DF DF B2 59 88 CA 4C 1C 43

27 7B F1 57 FD FB 28 01 BE 4D 9B C8 4D 72 FO 8C

79 AS B8 1D B9 BE 87 CE AB ED 5A 73 ED 5A AB 73

FD DC BC E8 68 2C DF F8 55 BB 09 2793 14 63 CC

90 AE 9B OE CC FO 7F 7A 59 EC 70 C4 00 E9 6D 31

Tpomomompévo OFB KPLITOKEILEVO (apyeto
new_encrypted_ofb_modified.bin):

92 C4 B6 B6 59 1B 8D E§ BA E5 A0 08 7E 7E 0B 07

62 B1 D3 EA 8C BE 9F 6B 4E E9 F0 68 F9 7E 5B 26

9D F7 DF EA 73 64 OE D4 CE C5 26 F8 52 17 F1 53

OE 41 4E 75 AF 19 EE 29 1E 3F D9 EF D8 37 2D A5

50 EB A2 D291 4E 8D 90 19 9C 5C 85 9E DE 37 E9

Olec 0 0AAOYEG TOV EMLPEPALLE AVTIGTOLYOVV GE LETABOAN TOV TPOTOV bit
(awtd yivetar govepd ov oe KAOE deKOEENOIKO YOPOUKTIPU OVOAOYIGTOVLE
TNV 16000V SLASIKN TOV AVOTAPAGTAOT)).

H evtoAn mov Ba ektedécovpe yia ™ CBC amokpuntoypdenon — avtictoryo
exteleitan kot yro v ECB xon yio v OFB — givan 1 €€nc:

openssl enc —aes-128-cbc -d -K 0123456789abcdef(0123456789abcedef —iv
00000000000000000000000000000000 —in
new_encrypted_cbc_modified.bin —out

new_decrypted_cbc.txt —-nopad —nosalt

Avaxtoope dowmdv ta €€ng unvopara, katd cepd yuo tic ECB, CBC, OFB
OTOKPUTTOYPAPT|GELS:

Apyeio new_dercypted_ecb.txt :
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File Edit Search View Encoding Lanquage Settings Tools Macro Run Plugins Window ?
LRI 4GB0y t 2 BRIZ1ECEAL|BNNEE

Eadnetd 1] [Hnew_decrypted_ech it Eﬂ‘
U Y | Y e - ikostas linniotiskostas limniotiskostas limnictiskostas limniotis

BAénovpe 011 amoxpuntoypapsital AavBasuéva oAdkANpo to TpdTo block
TOL UNVOHOTOG, OAAG dev emnpealoviol KaBoAov Ta vworlowta. Avtd eivon

amdAlvto, AOYIKO, OV AVOAOYIGTOVUE TO TG YIVETOL 1 GOKPLITOYPAPNGN

otov ECB:

‘Eva AdBoc ebw....

Ciphertext Ciphertext Ciphertext
OOITITITITIT] OITITIIITIT1] IITITITITIT]
' | '
block cipher block cipher block cipher
ey decryption Key decryption Ry decryption
EEEEEERI ) NN NEENEE EENEEENERERE N
Plaintext Plaintext Plaintext

ectronic Codebook (ECB) mode decryption

..EMNPEALEL TNV ANOKPUTITOYpadnon
oAokAnpou tou Block
(ta aAAa block Sev emnpealovrat)

Apyelo new_dercypted_cbec.txt :




Fle Edit Search View Encoding language Settings Tooks Macro Run Plugins Window !

R LR R IER =R e Ry

= readme it 1 ‘ 1o e decoypled echit L) [=lnew decrypted chetd [ l

‘ 1 Etﬂi?mﬂc'ﬂﬁ-m}mstas limniotiskostas limniotiskostas limniotiskostas limniotis

B\énovpe 611 amokpuvntoypapeital AavBoasuévo oAdkAnpo to TpmTo block
TOL PUNVORTOG (Yo Tovug 1010v¢ Adyovg mov oyvel kot otov ECB 1pomo),
kabm¢ emiong kou To mPp®@TO bit TOov devTEPpoL block — omdtE, APOV
emmpedletal To TpdTO bit AWVTOV, ATOKPVITOYPAPEITAUL TEAIKA AavOocuéEva
OAOKANPOG O TTPMOTOC YOPOKTAPOS avTd. AvTod €ival amdAvTa AOYIKO, OV

aVOAOYIGTOVUE TO TAG YiveTon 1 amokpvrtoypdenon otov CBC:

‘Eva AaBocg oto 1° bit edw....

\ Ciphertext Ciphertext Ciphertext
OITTTTITTTTT] OTTTTTTITITT] FEEEEPEEEEET
block cipher block cipher block cipher
.y decryption hay decryption oy decryption
Initialization Vector (IV) To haBog «petapetary
O — ke B - -
ENNENENEENEEE (NENEEENENEENE OIIIIIIITIT
Plaintext Plaintext Plaintext
ock Chaigfing (CBC) mode decryption

..ETMNPEATEL TNV QTOKPUTITOYPAdncn
oAokAnpou tou Block
oM\ kot to 1° bit tou enopevou




Apyeio new_dercypted_ofb.txt :

e Gt Serch View Encoding Linguage etngs Tools Macro fun Pugns Window !
SELREE LI VIR =R s REROREY
Besinet dlEmw_dec:ypteﬂp:bmd e denped et Brﬁﬂ_deay;ﬂed_oﬂm[ﬂ‘

! tmsta& limmiotiskostas limiotiskostas linniotiskostas linniotiskostas limiotis

=

B\énovpue 611 amokpuntoypapeital Aavlasuévo pdvo 0 TPOTOS YOPOKTPOC
ot0o p®To block tov pnvopatog. Ovclactikd, ennpedletal LOVO TO0 TPMOTO
bit Tov uNVOIATOC, TO 0TOT0 Elval ATOAVTA AOYIKO, AV AVAAOYIGTOVUE TO TMOGC

yivetonr n amokpuntoypdenon otov OFB (mpocopowdler 1 Aettovpyia

streamcipher):
Initialization Vector (IV)
| |
block cipher block cipher block cipher
Y et encryption ey = encryption Ky — encryption
Ciphertext Ciphertext Ciphertext
_GUIIIIIN—~§  OOOOOID—$ [ —
Eva haBoc ato 1° bit ebw....
INRRERRRANNAR ERRRRARARRNER
Plaintext Plaintext Plaintext

Output Feedback (OFB) mode decryption

.EMnpealet povo 1o 1° bit edw....
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13.2 AXKHXH 2

A) To kpiowo €0d givar vo, avaloyiotovue Tov Tpomo Aettovpyiog CTR

I T meTpmT W) I
-

—_—

AL, J e

b -

KpuTtrtoy pddp rpan

I T pszpryon ) I

:

| o
P J A,

DATTOKPDUTTTOYW PG o

i

Ovolaotikd, o tpomoc Asrtovpyiag CTR mpocopotdler ™ Aesttovpyia
streamcipher. Avtd onuaiver 6t av Tportomombel to j-10ot6 bit Tov block
TOV KPLTTOKELUEVOD, Ba TpotomomBel axkpipdg to avtictoryo j-106Td bit ToL
block Tov unvouatog mov Ba amoxpuntoypaendel. Avto givar addPopo Tov
neyéBovg tov KAewov mov €xel ypnoipomombel. H Eve 6éAhet va
TPOTOMOCEL UOVO TOVG TEAELTAIOVS TPELS YOPOKTNPEG — ONAMON Ta
televtoia 24 bit — TOV KPLATOKEWEVOL KOTE TPOTO TETOO (OGTE VO
OTOKPLITOYPAPOVVIOL GE  Véo, emBounty) T, ZVyKekpiuéva, ot

yopaktnpeg «081» va amoxpumtoypaenbovv ce «198». Tvvenme, n Eve
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opKel vo Tpomomomoel KOTAAANAC pOvo T TEAevtoion 24 bit TOVL
KPLATOKEILEVOL — TO VITOAOITO KPVUTTOKEIUEVO TO APT|VEL WG EXEL.

HAscii kwdikonoinon tov yapaktpov 081 eivar 00110000 00111000
00110001

Avtoi tpootifevion pe XOR pe v €£080 TOV KPLATOYPOUPIKOV OAYOPiOOV
(BA. oymuo. KPUTTOYPAPNONG) KOL TO OMOTEAEGUO €ivol Ol YOPOUKTNPESG
85BAA2 (1000010110111010 10100010) — BA. apyeio ciphertextl.bin.
Apa, n €€odog k’ tov adyopiBuov kpuvmtoypdenong M omoio avTicTolyEl
OTOVG GLYKEKPUUEVOLG TEAELTAIOVE 3 YOPAKTNPEG — TOV 1COSVVAEL pE TNV
Kiewopor] (keystream) ov KOVOLUE TOV TOPOAANAIGUO UE  TOVG
streamciphers — givalr to xor afpowcpo TV dV0 avotépm, dnAadn k’=
00110000 00111000 00110001 @10000101 10111010 10100010
=10110101 10000010 10010011 . H Eve 0é\er 1 amokpumtoypdenon vo
dmoel ®¢ amotédeoua 10 «198», yio To0 omoio 1 ascii K®OKOmToinon TV
yopoktpov tov eivor 00110001 00111001 00111000. Apa, t0 «vEO»
KpumToKeipevo ¢’ Béhovue va kavomolel (ota televtaio 24 bit avtod — 3
YOPOKTNPESG) TN OYECN:

c¢' @k’ =00110001 00111001 00111000 Onhadm

c¢’=k’ ©00110001 00111001 00111000 = 10110101 10000010 10010011 @
00110001 00111001 00111000 = 10000100 10111011 10101011 (ce 16dwn
popon 84 BB AB) . Apa n Eve npénet amAd vo. LETATPEYEL TOVS TEAELTAIOVG
24 yapoaxtinpeg Tov kpurrokenEvov, amrd 10000101 10111010 10100010 (85
BA A2) 6¢ 10000100 10111011 10101011 (84 BB AB). Xvvenac, tng apkel
amAd vo aALGEEL Ta bit Tov onpeldvovion pe kitpwvo: 10000101 10111010
10100010
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B) H ocwot mpocéyyion Ba ntav n ypion MAC (m.y. HMAC), ondte
k& arldoiwon mov Ba ékave n Eve oto unvoua Ba yvotay aviiAnmty, apov
dev Ba Mtav g Béon va «melpder» kKo tov MAC KatdAAnia €161 OGTE Ot
OAAOLOGEIS TG Voo unv yivovtar ovtiinmtég (Bo €énpene vo yvopilel 10
nootikd kAewi tov MAC vy va 10 kdvel avtd, mov d0ev 10 Yvopiler).
Evoiloktikd, Bo pmopovoe va ypnoiponmomdei o tpoémoc Acttovpyiong GCM
(mov etvar tpomomoiuévog CounterMode), o omoioc emiong dtacearilet
OTOV TOPOANTTN TOV EAEYYO TNG AKEPALOTNTOS TOV ANPOEVTOC UNvOLLOTOG.

[IpocéEte 6T pio amAn hashfunction dev pog eumnpetel ot cvykekpévn
TEPITTMOOT, APOV 1 TOPOUTAVE TEYVIKN UTOPEL VO EPAPUOCTEL OKOLLOL KOL OV
n Alice mpv kpumTOypaAPNCEL TO UNVLUO message.txt €lye vmwoloyicel To
OTOTUTOUN AVTOV (e KATO0, GLVAPTNGT KOTOUKEPUATIGUOV) Kal, TEAIKA,
glye KPLITOYPOPNGEL TOGO TO UNvupe 0G0 Kot To anotumopua. Aeov n Eve
yvopilel 1o apykd punvopa, Bo UTopovGE VO LITOAOYIGEL TO ATOTOHTMLLOL
aVTOV (€iT€ TO AMOTVTOUA EYE VTOAOYIOTEL €L TOV OPYIKOL UNVOUOTOG ElTE
EML TOL KPLITOYPAPNUEVOVL) Ko, Gpa, Oa umopovce kdAAiota, pe T0 1010
OKEMTIKO, VO TPOTOTOUGEL KOTAAANAQ KO TO KPLTTOYPAPNUEVO ATOTUTMLN
€161 MOTE 1 OLYKPLON GTOV TOPOANTTN Vo €lvol €yKvpn Kol Vo Unv
OVIYVELTEL 1 «OAAOI®GT» TOVL UNVOUOTOS. XTNV TEPITTMON avTH Aowdv,

0élovpe hash pe Kiedi (dniadn MAC).

13.3 AXKHXH 3
AxoAlovBoOV o1 EVIOLEC TTOV EKTEAEGTNKAV OO TOVGC SOACKOVIES, YO TN
dNuovpyio Tov d1KoH TOLG dMNUOCIOL KAEW10V (PACEL KO TOV EVIOADV TOL

OYETIKOV £YYEPLOI0V):
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openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:3072 -

pkeyopt

rsa_keygen_pubexp:7 -out privatekey-tutor.pem

openssl pkey -in privatekey-tutor.pem -out publickey-tutor.pem -pubout

(Té0nke e=7 — Toyoio eTloyn)

13.4 AXKHXH 4

Anuovpyovpue éva (Wwevdo)tuyaio kKAWL peyéboug 128 bit (16 byte):

opensslrand 16 -outkey.bin

Kpuntoypagpovpue 1o uvoua pe AES-CTR, pe 10 og dvo khedi:
openssl enc -aes-128-ctr -kfile key.bin
00000000000000000000000000000000 —in name.txt
encrypted_name.bin -nopad -nosalt

Bpiokovpe to amotdnmpo tov unvopatoc pog, pe SHA-256:

openssl dgst -sha256 name.txt>hashed.bin

Kpvntoypagpodue 10 amotvmmpa (apyeio hashed_bin), pe to id10

KAEOL:
openssl enc -aes-128-ctr -kfile key.bin
00000000000000000000000000000000 —in hashed.bin

encrypted_hashed.bin -nopad —nosalt

-iv

-out

AES

-iv

-out

B) To AES cvppetpicd kredi (apyeio key.bin) mpémet vo kpvmtoypapndet

pe to dnuocto RSA «hedi tov ddackovta (publickey-tutor.pem): pe avtdv

ToV TpOMO, LOVO 0 dddoKwV Ba pmopel va to anokpurtoypagncel. H evioin

sivat
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openssl pkeyutl -encrypt -in key.bin -pubin -inkey publickey-tutor.pem -
out

encrypted_key.bin

O Owdokwv mpémel va. AAPEL TO KPLATOYPOPNUEVO GULUUETPIKO KAEWDI
encrypted_key.bin (avtd mov 0o wpokvYEL amd TO AVOTEP® EVTOAN), TO
Kpumtoypaenuevo  unvopo  (apyeio  encrypted_name.bin) kor  TO
KpunToypapnuévo amotvmmpa (apyeio encrypted_hashed.bin). [Ipota Ha
OTOKPVLTTOYPAPNGEL TO GLUUETPIKO KAEWl e TO O1KO TOL 101MTIKO RSA
KAeWO1, TOL TO Yvopilel povo avtdg (apyeio privatekey-tutor.pem):

openssl pkeyutl -decrypt -in encrypted_key.bin -inkey privatekey-
tutor.pem -out

decrypted_key.bin

Me ovtov  1tov  tpdémo  avaktd 10 ovuuetpikd  AES  «hedi
(decrypted_key.bin). IIAéov  pmopel va  OOKPLITOYPOPNGEL  TO
KPLTTTOYPAPNUEVO UNVOUM, VO, OTOKPLTTOYPAPNGEL TO KPLITOYPUPNUEVO
OTOTOTOO KOl VO, EAEYEEL AV TO OITOTOTMOUO TOV UNVOUATOG TOV VITOAOYIGE

tavtiletol pe T0 amoTOTOHA TOL EAAPE.

13.5 AXKHXH 5
Me v evtoAn mancrypt BAémovpe 0T 1 crypt kadeital pe dvo opiouota, To
KAe1dl

(cvvOnuaTko) kot to salt: (axorovdei evdekTikd delypa 006vNg) :

85



SENOREIS
$d=fine KOPEN SOURCE /* Jme festure test_mscros{7) */
tinclude <unistd.ne

c char *crypt{conat char %kasy, const char *=alt|; :

tdefine _GHU SOURCE /* See feasure test mecroa(dl *f
finclude <orypt.h>

char *crypt_ticonst char *key, const char *salt,
struct crypt_data *datal;

Link with -lerypt.

DESCRIPTION
crypt il passvord eneryption fumetion. [t iz basad on tha Data Eneryption Standard algorit.
X nded {among other shinga) to discourage use of hardwere implementaticna of o key search.

¥ey 15 & user's typed paIsword

salt is a twe-character string chozen from the set [a-zR-20-3./]. This string i= used to perturb the algorithm in one of
4056 different waya.

By talf
is ymed to encrypt

lowest 7 bits of each of the first eight characters of the Iay, a BE-bit ey is obtained.

Wesbmr=tant string (usually s string consisting of value pointz &o
the encrypted password, & serles of 13 print LlLst two cheracters represent che salt ltsell).

Tha return value pointa to static data whose content i@ overwritten by each call.

Warning: the key spece com=ists of 2*“56 equal 7.2el§ pos
uslng masslvely peral
apace that iz ganara

ble values. Ezhaustive smarches of this key space are pom=ible
lel compaters. 3Software, such as cracki{l), 13 evallable which will sezrch che portlon of chis ey
nasd by mmana for pasaworda. Homea, password selaectiom should, at minimm, aweid ecommon  words

and names. The wuse of a passwd|[l
mended .

| pregram that chacks for crackable passwerds during the selecticm process is recoxd

Tha [ES algorithm itself h

s a fow quirka which make tha use of the crypt|| interface & wery poor choice for anything
othar than pagaword authantication. [f you ara planning on using tha crypt{) intarface for a eryptography project, don't
do it: get a good bock on encrypticn and cne of the widsly available DES libcaries.

ceypt_rl| is a resntrant wersien of erypt(). The structure poimted to by data is usad te store reault data amd  bookkeepd
ing information. Other than alloecating it, the only thing that the caller should do with this structure is to st
data-rinitislized to zero before the ficst call to crypt rf).

Mg 1 ouvapTNON VTN «TPOGTEVETAL» 1) THPNCN TOV CLVONUATIKOV — TO
salt ypnowomoteitatl yio vo dapépel n €£000¢ NG crypt aKOHo Kol oV TO
ocuvOnuatikd givor To 1010, avaroyo pe TNV TIUN TOL salt.

Me v 1010 evtodn PAEmovLe emiong TG €ENG TANpOPOpiES:
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Featuras in glibe
Tha glibe veraion of this function supports additional encryption algorithms.

If salt L3 & cheracter sscing starsing vith che chazacters "$id!" followed by & string cpsionally tecminsted by "$", then
the rasult has she faem:

$idssalsfencrypted

id identifiss the encryption method used insteed of 023 and this then deteominss how the rest of the password string is
intarprated. Tha Eollowing values of id are supportad:

ID | Method

otk

ia Elowiish {mot in mainline glibe; added in soma
Linux discribuclons)

H £HA-ZB€ (=ince glibe 2.7

B SHA-51% [sinoe glibe 2.7

Thus, $E¢saltiencrypted and §€$saltfencrypted conmtain the password encrypted with, respeetively, functiona based on
SHA-256 and SHA-S1E.

"galt" gtands for the up to 18 characters follewing "$1d5" in the salt. The "emerypred" part of the password atring iz
the actusl computed password. The =iz= of this string is fized:

ND5 | i characters
EHR-ZBE | 43 characters
GHA-S1Z | B4 characters

Tha characters in "salt" and "encrypted" are drawm from the sat [a-gh-I0-9./]. [n the MD6 and SHA implementatioms tha
entire ¥ey i3 significanc iinstead of only the first & byies in [E5).

Gince glibe 1.7, tha SHA-ZGE and SHA-812 implementatioma support a user-auppliad mumber of hashing rounda, defaulting to
3000, If the "s1ds" characters in the salt are followed by “rounds=wxed”, where wit 14 en Integer, chen the result has
the form

4iddrounds=yyySualtiencrypted

where yyy Ls che nueper of hashing rounds actually used. The number of rounds zetually used 13 1000 if aux 1s less chan
1000, 599599989 if nxx i3 greeter than 999800399, and iz equal to mux othemvise.

To omoio eivan ko awtd mov meprypdpet To shadow apyeio mov dabéTovpe.
Baceioantod, katorofaivoops 0tL av to salt Eekva pe $*$ kot tedelmver pe
$, Ny $*$ vrodnidver mowo hashfunction £yst ypnoyomombei yo 1o
ynoeoko arotomopa. o mopdadetypa, yio $63$ €xet ypnowonombei o SHA-
512. O yapaxtpeg mov akorlovbovv to salt (uetd t0 $ 610 TEAOG), €ival 0

ATOTUTTMLO TOL GLVONLATIKOD, Y10 TO CLYKEKPIUEVO salt.

13.6 AXKHXH 6

A) Ao 1o apyeio shadow BAémovpe Ot

O bill éyer salt $6$AWesFk/4$ (ovolootikd, €lvar ot yopoKINPES
AWesFk/4, eved ypnowomomnke n ovvapmon xotakepuoticpod SHA-
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512) Ko OTTOTOTTM LA T0
9XICyEINOD2MKk2FXaBALk7A81aZR0D1XpGOqlObkQCwp7VY2Dw
LFYOhpY 3Yu7XnVmupDviJwp3ssi7xqaGPA/

H helen €yet salt to $6$QNy/phwS$ kot amotdnwue T0
Le4wVYuKS8PiBOBijX975KGa/dE3YpfdTPceV2KH2ISHYetCAYGcet8
q1P.62pO8UPbKFbLIY2Br9S1TSmVmucd(

Av 1.y 0éhovue va dodue av to cuvOnuatikd tov bill givar to lefkosia, Ha
EKTELEGOVLE TO €ENC TPOYPOLLLAL:

#include <stdio.h>
#include <crypt.h>

int main()

{
char *hashed;

hashed=crypt("lefkosia","S6SAWesFk/45 ");
printf("%s\n",hashed);
return 0;

}

Omnov lefkosia 10 mBovo ocvvOnuatikd mov eMAELYOLUE ©C OOKIUN
«povtépotoc» kor $6$AWesFk/4$ to salt tov bill. To anotédecpa Oa pog
dmoel TV €€000 ¢ crypt Yoo avtd to. 000 opicparto (Bo TvmwOel n TN ™S
petopAntg hashed, v omoia éyovpe opicetl yio va Aappavetl tnv ££0d0 g
crypt): av povtéyope cmotd, 1 £6000¢ g crypt Ba eivoun 1 Katoymdpnon yo
Tov tom oto apyeio shadow. AAmg, enyepovpe GAAN dokun. (Onwg Ha
TOPATNPNCOVUE, 1) CIypt «EMOTPEPE> Ol LOVO TO OMOTOTOUO OAAE KO TO
salt — 6mm¢ akpPmg elvar 1 kotaymdpnon oto shadow apyeio).

Avtiotorya epyalopacte kot yio Vv helen: amAd mpocoyr 6to OTL Yo TOV

KéBe ypfomn tO deVTEPO Oplopa. TG crypt mpémer va eivon to salt Tov
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€KAOTOTE YPNOTN. Me autdv TOV TPOMO, UTOPOVUE Vo Ppovpe OTL TO
cuvOnuatikd tov bill eivar 1o letmein (eivor oty Alota TV MO cLYVAOV

cuvOnuaTiKOV), Koty T helen eivat to zka5231.

B) Ynoioyilovpe ta amotvndpota pe SHA-512 yia o cuvOnuotikd twv bill
kot helen. Tho 10 ovvOnuatwkd tov bill, ypnowonowwvag, m.y., TO
SLOIKTLAKO TOTO

https://www.pelock.com/products/hash-calculator, Bpickovpe t0 €€nc SHA-
512

OTTOTOTTOLOL:
ADFB6DD1AB1238AFC37ACD8CA24C1279F8D46F61907DD842FAA
B35B0CC41C6ESAD84CBDBEF4964B8334C22(C4985C2387D5S3BC47E
6C3D0940AC962F521A127D9F

O¢tovpe To amotvmmUN 0VTO 6To Epyareio https://crackstation.net/:

Mog Bpickel mpdypott To GUVONUATIKO:
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4 Defuse Securty ¥

Free Password Hash Cracker

Enter up to 20 nen-calted hashes, one per fine;

ADFBALDLAR] 238 ARCITACDECA24C1 2T CFaD4ER61807DDR42FARRS SEOCCAL1CEERADES
CEDBEF4364BE334C22C958 502387 D53BC4 TEECI00I40ACI62F 52 1A12T70SE

l Aev EijaL popmir L

Supports: LM, HTLM, ma2, mdé, mak, mdS[md5_hes), ma5-half, shat, shails, sha2Se, shad@d, shaBi2, ripsM D150, whirlpoal, MySOL 4.14 (shat[shal_kin]),
Qubesva 1Bacuplefaults

Hash Type Result

ADFEEDDLAEL23EAFCITACDECA2 4127 0F 30461007002 42 FARBISEOCC106EE
ADB4CRIREF4864Ba3I4C2IC488IC230T0I3BC4TECCIDIS40RCEIFE21ALTTDAF

shas12 letnein

Color Codes: BR88RE Evact match, Yalow: Parial match, [ het faund.

[Ipdrtrovpe axpPmdg avtiotoryo ywoo 10 cvvOnuotikd g helen — omyv
TEPITTMOOT QLN

dev 10 PBpiokovue. O Adyog eivar 61t 1 AEEN “letmein” Moy TPAyHaTL TOAD
mOavo va

Bpioketon oe évav rainbow mivaka, evod yio ™ A&EN “zka5231” dev ftov
1660 mBovo

(xatL Tov emPePondOnke).
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13.7 AXKHXH 7
A) T'o va Bpovpe og mowov ypnotn amevBouvetal to purvopa Ba Bpovpe to

amOTOT®UN TOVG WHe Tov oaAyopiOuo SHA-512 xor Oo eAiéyCovue av

tavtileton pe to 0obév B7 70 0B 37.

Ia 10 okomo avtd Boa ypnowomomoovpe 10 Cryptool ®¢ €ENC:

ONUOVPYOVLE £VaL OPYELO LE TNV S1ELOVVGT TOL TPAOTOL YPNOTI:

qu" Unnamedl E@

ey .

Epoapudlovue mv akorovdia eviolmv :Inv.Prosedures=» Hash=>SHA-512
kat mopvovpe: 80 8F 15 A2 OB 8A 8D 1C F6 6E E4 D6 03 E8 18 12 A9 18
C192 1F 30 10 5B 8E 8C 0A 36 A4 64 A0 F9 FB FC B4 AA 20 E§ 7C 4D
1B 7C BF 8B 36 71 81 83 OF B3 0D 54 CO0 30 3F CF 40 22 30 1C E9 3F F1
FC

07OV L€ KOKKIVO XpOUO Elval onueltopévo Ta T€ooepo TEAaLTALN bytes Tov
amotunopatoc . [aapatnpodue 6t avtd dev TavtiCovtal pe to 600y apa to
uvopo 0gv  amevBovetonr ot Mary. Opowwg epyalOHOCTE Y00 TOVG

VTOAOUTOVG YPTOTEC
[ tov Tom:

9EBB 38 BCDC 5DDBA2 B7 F2 BC 72 DD 88 1FD9 1DEO CA 95 FE 61
SFC1 77 98 24 1DF1 D5 F6 4E 2AEDE9 29 92 97 E0 04 2CDFEECS6 85 1C
33107322 A8 6D 9F 69 3C 51 DO 34 7BB0O EDEC 88 37

T['a tov Bob :
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63 35 E4 45 8B 32 AD D9 4C 0C 37 B5 82 74 EC A3 06 6E 92 Al 84 5D
3F F6 D6 D6 6F 03 BA 9D 5D B1 FE 40 E3 3E OB 4C 11 35 DA B2 53 69
CE 702797 BC BE 23 7D B9 AC5SE 4B 2720 1774 B7 70 0B 37

[Tapatnpovpe 611 ta tedevtaio 4 bytes tovtilovion pe 10 YevdOVLUO GpoL

Bpnkape 6tL To Pvopa aevfbvetal otov Bob.

B) And to mponyoduevo epd@TNUA BPAKOLE OTL TO UNVVUO OTELOVVETAL GTOV
Bob tov omoiov 1o kAedi eivor N=56977 kou e=9037

Xpnowonowovue to Cryptool yia vo wapayoviomoicovpe 10 N pe v €€N¢
akoAovdia eviolmv : Inv. Procedures=»RSA Cryptosystem =»Factorization

of a number

Factorization of a Num b-er_— w

algorithms for factorization Input

3l

EBrute-force
Enter the number to be factarized:

1

Eremnt
Pallard sE9FE

3l

williarns Load number from file

1

Lenstra

Iv Quadratic sieve

Factarization [stepwize]

Click ""Continue'’ to factor the input number. IF the result [shown below] can be factored further, click
the button again to execute the factorization.

Continue Complete Factorization into primes

Factorization

The factarization iz represented in the format <z17al1 = z27a2 = * zn"an>.
Composzsite numberz are highlighted in red.

Last factorization through:  |Brute Force Found 2 factors in 0.005 seconds.
Factaorization result:

227 = 251

- 3

Dretails |

Close
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‘Etol Bpioxovpe 611 p=227 war q=251 . Metafaivovpe tdpo HECH TWV
evtoA®v Encrypt/Decrypt=>» Assymetric=® RSADemonstration ommv &&ng

ofovn :

RSA Demonstration =

FiSé using the private and public key - or using only the public ke
f= Choose hwo prime numbers p and g. The composite number M = pg is the public FSa modulus, and phill] =
[5-11(2-11 is the Euler totient. The public key = is fresly chosen but must be coprime to the totient. The private
kew dis then calculated such that d = 27211 [mod phill 1l
" For data encrvption or certificate werification. pou will only need the public RS parameters: the modulus R
and the public key e

Frime number entrs

Frime number p [==7 Generate prime numbers.
Frime number g [z251
RS parameters
FiSa modulus B [sea77 [public]
philM] = [p-11[g-1] [ses00 [s=cret]
Fublic kew = 2718+

Private key d [50a73 Updats paramsters |

RSA encreption using = & decmweption using d [alphabet size: 256]
Alphabet and number sustemn options. | |

Input as 7 rext = rumbers
Ihput of bhe rsssaas in the following Format: number1] # number(2] # 0 # nomberinl bumbsr in base 1001
|’2 H 37343 H# 45372 H# 39074 H 45449 H 23245 # 51764 # 45045 # 07533 # 45372 # 43508 # 07533 H# 33074

Encrupt | D ecmpt Close

Kot tatovtoag Decrypt maipvoope :
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4 RSA Demonstration l.&.l
3

R5SA using the private and public key -- ar uzing onlp the public key
* Choose bveo prime numbers p and q. The composite number M = pg is the public BSA modulus, and phill] =
[D-11Ma-11 i= the Euler totient. The public kev e is freely chosen but must be coprime to the totient. The private
key d iz then calculated zuch that d = 2™[-1] [rod phil ]

" For data encruption or certificate verification, pou will only need the public RSA pararmeters: the modulus M
and the public key =.

Frime number entye

Frimme number p |22? Generate prime numbers..

Prime nurnber g |251

RSA parameters

FiSA rodulus M |5597? [public)
philM] = (p-11(g-11 |5E500 [secret]
Fublic key = [2™1B+1

Frivate key d |S0ar3 Update parameters |

RS5SA encivption using = 7 decrpption using d [alphabet zize: 256]

b £ et = nnbers Alphabet and number system options. .. |

Ciphertext coded in numbers of baze 10
|’2 H 37343 H 45972 # 39074 H 458449 # 23248 H 51764 # 45045 H 07539 H 45372 H# 438038 H 07535 # 39074

D ecrption into plainte=xt mli] = c[i]™d [mod M)
|EIEI11B H0O0104 H 00105 # 00115 # 00105 # 00115 # 00121 H 00111 H 00117 # 00114 H 00097 # 00107 # 0

Output text from the decryption [into =zegments of size 1: the symbol "® iz used as separator].

|tﬂh#iﬂsﬁi#sﬂyﬁo#uﬁrﬂa#e#sﬂk#eﬂy

Flaintext

|thisisyc|uraeskey

I' Erncrypk | | Decrept I Close

Apa 10 KAeWl 68 popen Keyévou eivan : k=thisisyouraeskey

Me yvootd mhéov 10 KAEWL KOl TO KPLATOKEIPNEVO Kou TOV TPOTO
Kpuntoyphenong pe v Pondeta tov Cryptool Ba amokpunToypapnGOvLE TO
uvopa ¢ Alice otov Bob: ®a amokpurtoypagrocovpe Omiadr To
encrypted_message.hex e 0 yvwotd mALov KAEWDL TO 0m0i0 0€ deKAUECAOTKT
Hopon gtvor :

k=74 68 69 73 69 73 79 6F 7572 61 65 73 6B 65 79

H axolovBia evtoddv oto Cryptool vy 710 encrypted_message

Encrypt/Decrypt=» Symmetric(modern)=» AESCBC ko1 maipvovpe:
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G Rijndlael (AES) decryption of <encrypted_message>, key <74 68 6372 63 73 79 6F 7572 61 65 73 68 65 79> = RoR
assword: ayd621

Password: ayd621

I') Epdoov yvopilovpe 6t 1 Alice vmoddyioe t0 amoTOHTOUO TOL KAED10D
ue tov adyopOpo SHA -512 ko ypnoonoince ta técoepa tedevtaio bytes
aLTOV Y10 YEVOMVLLO TOL XPNOTIH, ONAASOT 6TV ovGia uropovue va Bpodpe
ta 4*8=32 bits tov KAEWWD av ypnoyonoovoape bruteforceattack Ha
énpene va eléyEovpe Tovg vroAouTovg 128-32 =96 dvvaTovg GLVOLAGHOVG

dnhadn Oa émpene va kdvoope 2°° vrodoylopovG.
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